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Document Description

This manual will provide a basic description of Session Initiation Protocol (SIP) and the expected Requests and
Responses. This manual is not intended to replace the applicable RFCs for SIP but only simplify the meanings. This
document is not explicitly for any one NEC Product but more for SIP Itself.

Section 1 — Network Elements

1.1 User Agent

A SIP User Agent (UA) is a logical network end-point used to create or receive SIP messages and thereby manage a
SIP session. A SIP UA can perform the role of a User Agent Client (UAC), which sends SIP requests, and the User Agent
Server (UAS), which receives the requests and returns a SIP response. These roles of UAC and UAS only last for the
duration of a SIP transaction.

1.2 Proxy server

An intermediary entity that acts as both a server (UAS) and a client (UAC) for the purpose of making requests on behalf
of other clients. A proxy server primarily plays the role of routing, which means its job is to ensure that a request is sent to
another entity "closer" to the targeted user.

1.3 Registrar

A server that accepts REGISTER requests and places the information it receives in those requests into the location
service for the domain it handles which registers one or more IP addresses to a certain SIP URI.
SIP registrars are logical elements, and are commonly co-located with SIP proxies. But it is also possible and often good
for network scalability to place this location service with a redirect server.

1.4 Redirect server

A user agent server that generates 3xx (Redirection) responses to requests it receives, directing the client to contact an
alternate set of URIs. The redirect server allows proxy servers to direct SIP session invitations to external domains.

1.5 Session border controller

Session border controllers serve as middle boxes between UA and SIP server for various types of functions, including
network topology hiding, and assistance in NAT traversal.

1.6 Gateway

Gateways can be used to interface a SIP network to other networks, such as the public switched telephone network,
which use different protocols or technologies.

1.7 Application Layer Gateway

ALG is a SIP aware monitoring device commonly contained in Routers and or Firewalls. SIP ALGs can have the
capabilities of changing SIP Messages and should be disabled if any issues are experienced with SIP Calls.

]
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Section 2 — SIP Messaging
2.1 SIP Requests

e REGISTER: Used by a User Agent (UA) to indicate its current IP address and the URLSs for which it would
like to receive calls.

INVITE: Used to establish a media session between user agents.

ACK: Confirms reliable message exchanges.

CANCEL: Terminates a pending request.

BYE: Terminates a session between two users in a conference.

OPTIONS: Requests information about the capabilities of a caller, without setting up a call.

PRACK (Provisional Response Acknowledgement): PRACK improves network reliability by adding an
acknowledgement system to the provisional Responses (1xx). PRACK is sent in response to provisional
response (1xx).

e SUBSCRIBE: Used to request current state and state updates from a remote node.

e NOTIFY: Sent to inform subscribers of changes in state to which the subscriber has a subscription.

2.2 SIP Responses

Provisional (1xx): Request received and being processed.

Success (2xx): The action was successfully received, understood, and accepted.

Redirection (3xx): Further action needs to be taken (typically by sender) to complete the request.
Client Error (4xx): The request contains bad syntax or cannot be fulfilled at the server.

Server Error (5xx): The server failed to fulfill an apparently valid request.

Global Failure (6xx): The request cannot be fulfilled at any server.

2.3 Real Time Protocol

RTP protocol is used to carry the real-time multimedia data (including audio, video, and text), the protocol makes it
possible to encode and split the data into packets and transport such packets over the Internet.

2.4 Session Description Protocol

Session Description Protocol is used to describe and encode the capabilities of session participants. Such a description
is then used to negotiate the characteristics of the session so that all the devices can participate. That includes, for
example, negotiation of Codec used to encode media so all the participants will be able to decode it, negotiation of
transport protocol used and so on.

An INVITE w/ SDP Message will have SDP to determine the RTP connection information for the Calling Party. Although
the most common method or call scenario will be SDP in the 2000K Message for the called party, some carriers will
require Early Media which will have the SDP in the 18X RINGING Message. Early Media allows for Ring Back or other call
tones to be played from the Carrier side before the called party answers.

Examples of SDP will be shown in Section 3.13.
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Section 3 — SIP Messaging Headers

A valid SIP request formulated by a UAC MUST at a minimum contain the following header fields: To, From, CSeq, Call-
ID, Max-Forwards, and Via; all of these header fields are mandatory in all SIP requests. These six header fields are the
fundamental building blocks of a SIP message, as they jointly provide for most of the critical message routing services
including the addressing of messages, the routing of responses, limiting message propagation, ordering of messages, and
the unique identification of transactions. These header fields are in addition to the mandatory request line.

3.1 Request-URI or Request-Line

The initial Request-URI of the message SHOULD be set to the value of the URI in the To field. There are exceptions to
this and it is not mandatory as noted by the SHOULD notation. The Request-URI or Request-Line contains the method,
Request-URI, and SIP version. Full details of this Header are covered in RFC 3261.

Example of Request-URI:

Request-Line: INVITE sip:2142622000@Telcosipserver.com:5060 SIP/2.0
Method: INVITE
[Resent Packet: False]

3.2 VIA Header

The Via header field indicates the transport used for the transaction and identifies the location where the response is to be
sent. A Via header field value is added only after the transport that will be used to reach the next hop has been selected.

When the UAC creates a request, it MUST insert a Via into that request. The protocol name and protocol version in the
header field MUST be SIP and 2.0, respectively. The Via header field value MUST contain a branch parameter. This
parameter is used to identify the transaction created by that request. This parameter is used by both the client and the
server.

The branch parameter value MUST be unique across space and time for all requests sent by the UA. The exceptions to
this rule are CANCEL and ACK for non-2xx responses. As discussed below, a CANCEL request will have the same value
of the branch parameter as the request it cancels. An ACK for a non-2xx response will also have the same branch ID as
the INVITE whose response it acknowledges

The branch ID inserted by an element compliant with this specification MUST always begin with the characters
"z9hG4bK". These 7 characters are used as a magic cookie (7 is deemed sufficient to ensure that an older RFC 2543
implementation would not pick such a value), so that servers receiving the request can determine that the branch ID was
constructed in the fashion described by this. Full details of this Header are covered in RFC 3261.

Example of Via Header:

Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-e14500690ed2-21
Transport: UDP (Packet Type)
Sent-by Address: 172.16.1.10 (Originating IP Address — Required field)
Sent-by port: 5060 (Originating Port — Required field)
Branch: z9hG4bK-e14500690ed2-21 (Transaction Identifier — Required field)
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3.3 To Header

The To header field first and foremost specifies the desired "logical” recipient of the request, or the address-of-record of
the user or resource that is the target of this request. In simple terms, the To header is the dialed or called number. Full
details of this Header are covered in RFC 3261.

Example of To Header:

To: <sip:2142622000@Telcosipserver.com:5060>
SIP to address: sip:2142622000@Telcosipserver.com:5060

3.4 From Header

The From header field indicates the logical identity of the initiator of the request, possibly the user's address-of-record.
Like the To header field, it contains a URI and optionally a display name. It is used by SIP elements to determine which
processing rules to apply to a request (for example, automatic call rejection). As such, it is very important that the From
URI not contain IP addresses or the Fully Qualified Domain Name of the host on which the UA is running, since these are
not logical names. In simple terms, the From header is the calling party. Full details of this Header are covered in RFC
3261.

Example of From Header:

From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21
SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060
SIP tag: 18eb500690ed1-21

3.5 Call-ID Header

The Call-ID header field acts as a unique identifier to group together a series of messages. It MUST be the same for all
requests and responses sent by either UA in a dialog. It SHOULD be the same in each registration from a UA. Full details
of this Header are covered in RFC 3261.

Example of Call-ID Header:

Call-ID: bb-500690ed-0-21@172.16.1.10

3.6 CSeq Header

The CSeq header field serves as a way to identify and order transactions. It consists of a sequence number and a
method. The method MUST match that of the request. For non-REGISTER requests outside of a dialog, the sequence
number value is arbitrary. The sequence number value MUST be expressible as a 32-bit unsigned integer and MUST be
less than 2**31. As long as it follows the above guidelines, a client may use any mechanism it would like to select CSeq
header field values. Full details of this Header are covered in RFC 3261.

Example of Call-ID Header:
CSeq: 1 INVITE

Sequence Number: 1
Method: INVITE
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3.7 Max-Forwards Header

The Max-Forwards header field serves to limit the number of hops a request can transit on the way to its destination. It
consists of an integer that is decremented by one at each hop (Router). If the Max-Forwards value reaches 0 before the
request reaches its destination, it will be rejected with a 483(Too Many Hops) error response. A UAC MUST insert a Max-
Forwards header field into each request it originates with a value that SHOULD be 70. Full details of this Header are
covered in RFC 3261.

Example of Max-Forwards Header:

Max-Forwards: 70

3.8 Contact Header

The Contact header field provides a SIP or SIPS URI that can be used to contact that specific instance of the UA for
subsequent requests. The Contact header field MUST be present and contain exactly one SIP or SIPS URI in any request
that can result in the establishment of a dialog. Full details of this Header are covered in RFC 3261.

Example of Contact Header:

Contact: <sip:2142621000@172.16.1.10:5060>
Contact Binding: <sip:2142621000@172.16.1.10:5060>
URI: <sip:2142621000@172.16.1.10:5060>
SIP contact address: sip:2142621000@172.16.1.10:5060

3.9 Allow Header (Optional Header)

An Allow header field SHOULD be present in the INVITE. It indicates what methods can be invoked within a dialog, on the
UA sending the INVITE, for the duration of the dialog. For example, a UA capable of receiving INFO requests within a
dialog SHOULD include an Allow header field listing the INFO method. Most Allow headers will state the SIP Request
messages the UA supports. Full details of this Header are covered in RFC 3261.

Example of Allow Header:

Allow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK

3.10 Supported and Required Header (Optional Header)
If the UAC supports extensions to SIP that can be applied by the server to the response, the UAC SHOULD include a

Supported header field in the request listing the option tags for those extensions. Full details of this Header are covered in
RFC 3261.
Example of Supported and Required Headers:

Supported: 100 REL, timer

Required: timer
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3.11 Min-SE Header (Optional Header)

The Min-SE header field establishes the lower bound for the session refresh interval; i.e., the fastest rate any proxy
servicing this request will be allowed to require. The purpose of this header field is to prevent hostile proxies from setting
arbitrarily short refresh intervals so that their neighbors are overloaded. Each proxy processing the request can raise this
lower bound (increase the period between refreshes) but is not allowed to lower it. Full details of this Header are covered
in RFC 3261.

Example of Min-SE Header:

Min-SE: 180 (180 represents seconds = 3 minutes)

3.12 Session-Expires Header (Optional Header)

The Session-Expires header field establishes the upper bound for the session refresh interval; i.e., the time period after
processing a request for which any session-stateful proxy must retain its state for this session. Any proxy servicing this
request can lower this value, but it is not allowed to decrease it below the value specified in the Min-SE header field.
Session-Expires is active if the Supported or Required Header contains a “timer” option.

If the 2xx response did not contain a Session-Expires header field, there is no session expiration. In this case, no
refreshes need to be sent. A 2xx without a Session-Expires can come for both initial and subsequent session refresh
requests. This means that the session timer can be 'turned-off' in mid dialog by receiving a response without a Session-
Expires header field.

The Session-Expires field can also indicate you will initiate the refresh by containing “refresher=uac” if the UAC wishes to
perform the refresh.

Full details of this Header are covered in RFC 4028.
Example of Session-Expires Header:

Session-Expires: 1800 (1800 represents seconds = 30 minutes)
Example of Session-Expires Header with “refresher”:

Session-Expires: 1800;refresher=uac (The User Agent Client is responsible for generating a refresh of the session)

3.13 Message Body containing SDP (Session Description Protocol)

The Message body of the SIP Packet will contain the SDP if applicable. As described in Section 2.4, the SDP will control
the Media portion of the SIP Session. When a SIP Request contains SDP a Content-Type or Accept Header will be
included in the SIP Headers. Full details of this Protocol are covered in RFC 4566.

Example of Accept and Content-Type Headers:

Accept: application/sdp
Content-Type: application/sdp
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3.13.1 Common Session Description Protocol Information Fields

13.13.1.1 Session Description Protocol Version (v):

The "v=" field gives the version of the Session Description Protocol. This memo defines version 0. There is no minor
version number.

13.13.1.2 Owner/Creator, Session Id (0):

The "o="field gives the originator of the session (username and the address of the user's host) plus a session identifier
and version number.

13.13.1.3 Session Name (s):

The "s=" field is the textual session name. There MUST be one and only one "s=" field per session description. The "s="
field MUST NOT be empty and SHOULD contain ISO 10646 characters. If a Session has no meaningful name, the value
"s=" SHOULD be used (i.e., a single space as the session nhame).

13.13.1.4 Connection Information (c):

The "c=" field contains connection data. A session description MUST contain either at least one "c=" field in each media
description or a single "c=" field at the session level. It MAY contain a single session-level "c=" field and additional "c="
field(s) per media description.

13.13.1.5 Time Description, active time (t):

The "t=" lines specify the start and stop times for a session. Multiple "t="lines MAY be used if a session is active at
multiple irregularly spaced times; each additional "t=" line specifies an additional period of time for which the session will
be active.

13.13.1.6 Media Description, name and address (m):

A session description may contain a number of media descriptions. Each media description starts with an "m=" field and is
terminated by either the next "m=" field or by the end of the session description.
A media field has several sub-fields:

<media> is the media type. Currently defined media are "audio”, "video", "text", "
this list may be extended in the future.

application”, and "message”, although

13.13.1.7 Media Attribute (a):

Attributes are the primary means for extending SDP. Attributes may be defined to be used as "session-level" attributes,
"media-level" attributes, or both. A media description may have any number of attributes ("a=" fields) that are media
specific. These are referred to as "media-level" attributes and add information about the media stream.

The most common Attributes used in VoIP are:

sendrecv = This specifies that the resources should be started in send and receive mode.
rtpmap = Media for RTP or DTMF encoding in the form of “<encoding name>/<clock rate>"
Examples:
rtpmap:0 PCMU/8000 (Represents G.711 encoding with a Clock Rate of 8000)
rtpmap:18 G729/8000 (Represents G.729 encoding with a Clock Rate of 8000)
rtpmap:2 G726/8000 (Represents G.726 encoding with a Clock Rate of 8000)
rtpmap:9 G722/8000 (Represents G.722 encoding with a Clock Rate of 8000)
rtpmap:101 telephone-event/8000 (Represents Out of Band DTMF 101 encoding with a Clock Rate of 8000)
Note: For Out of Band DTMF, please see RFC 2833 for further information. 101 and 110 encoding are common.
ptime = Media for Packet size
Examples:
ptime:20 (Represents a packet size of 20 milliseconds) Note: If no ptime is in the SDP, it is perceived to be 20 ms.
ptime:30 (Represents a packet size of 30 milliseconds)

-10 -
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Section 4 — SIP Messaging

4.1 Common SIP Request and Response messages

This section will cover some of the most common Request and Response SIP messages used in VolP. The following will
contain the basic meaning of these Requests and Responses. RFC3261 and RFC3265 can be referenced for more
details.

4.1.1 REGISTER Request Message

REGISTER requests add, remove, and query bindings. A REGISTER request can add a new binding between an
address-of-record and one or more contact addresses.

4.1.2 INVITE Request Message

The INVITE message is the initial request for a SIP Session. It will contain the required Request-URI, VIA, From, To,
Call-ID, Max-Forward, Cseq Headers that will set the parameters of the SIP Session.

4.1.3 ACK Request Message

The ACK request constructed by the client transaction MUST contain values for the Call-ID, From, and Request-URI that
are equal to the values of those header fields in the request passed to the transport by the client transaction (call this the
"original request”). The To header field in the ACK MUST equal the To header field in the response being acknowledged,
and therefore will usually differ from the To header field in the original request by the addition of the tag parameter. The
ACK MUST contain a single Via header field, and this MUST be equal to the top Via header field of the original request.
The CSeq header field in the ACK MUST contain the same value for the sequence number as was present in the original
request, but the method parameter MUST be equal to "ACK".

4.1.4 BYE Request Message

A BYE Request is for termination of a Session and once a BYE Request is sent the UAC MUST consider the session
terminated (and therefore stop sending or listening for media) as soon as the BYE request is passed to the client
transaction. If the response for the BYE is a 481 (Call/Transaction Does Not Exist) or a 408 (Request Timeout) or no
response at all is received for the BYE (that is, a timeout is returned by the client transaction), the UAC MUST consider
the session and the dialog terminated.

4.1.5 SUBSCRIBE Request Message
The SUBSCRIBE method is used to request current state and state updates from a remote node.

4.1.6 NOTIFY Request Message

NOTIFY messages are sent to inform subscribers of changes in state to which the subscriber has a subscription. A
NOTIFY does not terminate its corresponding subscription; in other words, a single SUBSCRIBE request may trigger
several NOTIFY requests.

4.1.7 100 TRYING Response Message

This response indicates that the request has been received by the next-hop server and that some unspecified action is
being taken on behalf of this call (for example, a database is being consulted). This response, like all other provisional
responses, stops retransmissions of an INVITE by a UAC.

4.1.8 180 RINGING Response Message

The UA receiving the INVITE is trying to alert the user. This response MAY be used to initiate local ringback at the UA
sending the INVITE.

-11 -
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4.1.9 181 Call is Being Forwarded Response Message
A server MAY use this status code to indicate that the call is being forwarded to a different set of destinations.

4.1.10 183 Session Progress Response Message

The 183 (Session Progress) response is used to convey information about the progress of the call that is not otherwise
classified. The Reason-Phrase, header fields, or message body MAY be used to convey more details about the call
progress.

4.1.11 2000K Response Message
The request has succeeded. The information returned with the response depends on the method used in the request.

4.1.12 401 Unauthorized Response Message
The request requires user authentication. This response is issued by UASs and registrars.

4.1.13 403 Forbidden Response Message

The server understood the request, but is refusing to fulfill it. Authorization will not help, and the request SHOULD NOT
be repeated.

4.1.14 404 Not Found Response Message

The server has definitive information that the user does not exist at the domain specified in the Request-URI. This status
is also returned if the domain in the Request-URI does not match any of the domains handled by the recipient of the
request.

4.1.15 481 Call/Transaction Does Not Exists Response Message
This status indicates that the UAS received a request that does not match any existing dialog or transaction.

4.1.16 486 Busy Here Response Message

The called parties end system was contacted successfully, but the called party is currently not willing or able to take
additional calls at this end system.

4.1.17 487 Request Terminated Response Message
The request was terminated by a BYE or CANCEL request. This response is never returned for a CANCEL request itself.

4.1.18 488 Not Acceptable Here Response Message

The response has the same meaning as 606 (Not Acceptable), but only applies to the specific resource addressed by the
Request-URI and the request may succeed elsewhere.

4.1.19 500 Internal Server Error Response Message

The server encountered an unexpected condition that prevented it from fulfilling the request. The client MAY display the
specific error condition and MAY retry the request after several seconds.

4.1.20 503 Service Unavailable Response Message

The server is temporarily unable to process the request due to a temporary overloading or maintenance of the server.
The server MAY indicate when the client should retry the request in a Retry-After header field. If no Retry-After is given,
the client MUST act as if it had received a 500 (Server Internal Error) response.
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4.1.21 600 Busy Everywhere Response Message

The called party’s end system was contacted successfully but the called party is busy and does not wish to take the call
at this time. The response MAY indicate a better time to call in the Retry-After header field. If the called party does not
wish to reveal the reason for declining the call, the called party uses status code 603 (Decline) instead. This status
response is returned only if the client knows that no other end point (such as a voice mail system) will answer the
request. Otherwise, 486 (Busy Here) should be returned.

4.1.22 603 Decline Response Message

The called party was successfully contacted but the user explicitly does not wish to or cannot participate. The response
MAY indicate a better time to call in the Retry-After header field. This status response is returned only if the client knows
that no other end point will answer the request.

-13-
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Section 5 — SIP Registration and Event Messaging

5.1 SIP Registration

SIP Registration will be a 2 step or 4 step processes depending on whether the Server requires Authentication or not. If
no Authentication is required, the original Registration will be accepted immediately and responded to with a 2000K
response message. If Authentication is required, the original Registration request will be challenged with a 401
Unauthorized response requiring another Registration including information providing the identity of the registering UA.
The Digest authentication scheme is the method of SIP Authentication. Registration with Authentication is the most
common method of Registration but some Servers or Providers may not require Registration and the identity of the UA is
stored in the Server database by IP Address. The example in this section will show Registration with Authentication.

5.2 Digest Authentication

Digest Authentication is a security protocol originally designed for HTTP security and was adopted for use in SIP. It uses
a challenge-response mechanism for authentication. It is 4 way handshake using the initial request (Register), challenge
(401 Unauthorized), response (Register) and allow (2000K). The 401 Unauthorized will contain the Digest Authentication
information under the WWW-Authenticate response header and the re-try Register will contain the Digest responses in
the Authorization Header. See RFC2617 for full details of Digest authentication.

5.2.1 WWW-Authenticate Response Header Fields of the 401 Unauthorized

5.2.1.1 Realm Field

A string that is displayed to users so they know which username and password to use for authentication. This string
should contain at least the name of the host performing the authentication and might additionally indicate the collection of
users who might have access. An example might be "registered_users@gotham.news.com".

5.2.1.2 Nounce Field

A server-specified data string which should be uniquely generated each time a 401 response is made. It is
recommended that this string be base64 or hexadecimal data. Specifically, since the string is passed in the header lines
as a quoted string, the double-quote character is not allowed.

5.2.1.3 Opaque Field

A string of data, specified by the server, which should be returned by the client unchanged in the Authorization header of
subsequent requests with URIs in the same protection space. It is recommended that this string be base64 or
hexadecimal data.

5.2.1.4 Stale Flag Field

A flag indicating that the previous request from the client was rejected because the nonce value was stale. If stale is
TRUE (case-insensitive), the client may wish to simply retry the request with a new encrypted response, without
re-prompting the user for a new username and password. The server should only set stale to TRUE if it receives a request
for which the nonce is invalid but with a valid digest for that nonce (indicating that the client knows the correct
username/password). If stale is FALSE, or anything other than TRUE, or the stale directive is not present, the username
and/or password are invalid, and new values must be obtained.

5.2.1.5 Algorithm Field

A string indicating a pair of algorithms used to produce the digest and a checksum. If this is not present it is assumed to
be "MD5". If the algorithm is not understood, the challenge should be ignored (and a different one used, if there is more
than one).
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5.2.1.6 QOP Field

This directive is optional, but is made so only for backward compatibility with RFC 2069; it SHOULD be used by all
implementations compliant with this version of the Digest scheme. If present, it is a quoted string of one or more tokens
indicating the "quality of protection" values supported by the server. The value "auth" indicates authentication; the value
"auth-int" indicates authentication with integrity protection.

5.3.1 Authorization Response Header Fields of the Re-Try Register Request

5.3.1.1 Digest Authentication Response Field
A string of 32 hex digits computed as defined below, which proves that the user knows a password.

5.3.1.2 User Name Response Field
Users name in the specified realm.

5.3.1.3 Opaque Response Field
Must be the same as supplied in the WWW-Authenticate Header of the 401 Unauthorized message.

5.3.1.4 Algorithm Response Field
Must be the same as supplied in the WWW-Authenticate Header of the 401 Unauthorized message.

5.3.1.5 QOP Response Field

Indicates what "quality of protection” the client has applied to the message. If present, its value MUST be one of the
alternatives the server indicated it supports in the WWW-Authenticate header of the 401 Unauthorized.

5.3.1.6 CNONCE Response Field

This MUST be specified if a qop directive is sent (see above), and MUST NOT be specified if the server did not send a
gop directive in the WWW-Authenticate header field of the 401 Unauthorized.

5.3.1.7 NONCE COUNT Response Field

This MUST be specified if a qop directive is sent (see above), and MUST NOT be specified if the server did not send a
gop directive in the WWW-Authenticate header field of the 401 Unauthorized. The nc-value is the hexadecimal count of
the number of requests (including the current request) that the client has sent with the nonce value in this request. For
example, in the first request sent in response to a given nonce value, the client sends "nc=00000001".

5.3.1.8 Authentication or Digest URI Response Field

The URI from Request-URI of the Request-Line; duplicated here because proxies are allowed to change the Request-
Line in transit.

-15 -
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5.4.1 Initial REGISTRATION Request Message

Note: The NEC SV8300 and DT730 were used for the example trace information.

L Registration only. pcap - Wireshark

B
File Edit View Go Capture Anshyze  Statistics  Help
Boeea e pB x %8 R« 27 2 | HE Q@ aQab|l@® @B x
Ei\tar:l ~ Expression... Clear Apphy
Mo, - Time Real Time Size Source Source Part Destination Dest. Port Protacol Infa
| I 0.000000 2012-07-26 13:11:43 454 172.16.1.30 5060 172.16.1.20 SOEC REQUEST: REGISTER S1p:l72.16.1.20:5080
2 0.013528 2012-07-26 13:11:43 696 172.16.1.20 5080 172.16.1.30 5060 SIFP Status: 401 Unauthorized (1 bindings)
3 1.149003 2012-07-26 13:11:44 1158 172.16.1.30 5060 172.16.1.20 5080 SIP Reguest: REGISTER sip:l72.16.1.20:5080
4 1.1842324 2012-07-26 13:11:44 720 172.16.1.20 5080 172.16.1.30 5060 SIP Status: 200 oK 1 hindings)
| >
= session Initiation Protocol ]
= Reguest-Line: REGISTER sip:l72.16.1.20:5080 SIPR/2.0
method: REGISTER
[resent Packet: False]
= Message Header
Max-Forwards: 70
Content-Length: ©
= via: SIPA2.0/UDP 172.16.1.30:5060; branch=29hc4brdf39f5ccd
Transport: UDP
sent-by Address: 172.16.1.30
sent-by port: 5060
Branch: z9hG4hkdfFzofsccd
Call-1D: d824c4dsh3fcsobelr?z.16.1.30
= From: sip:inecsipuser®@l72.16.1.20:5080; tag=d4B86690f7126F7C
SIPp from address: sip:inecsipuser@l72.16.1.20:5080
SIP tag: d486690F7126F7cC
= To: sip:necsipuser@l72.16.1.20:5080
SIP to address: sip:necsipuser®l?2.16.1.20:5080
= CSeq: 156928335 REGISTER
Sequence Number: 156928335
Method: REGISTER
= Contact: sip:necsipuserd@l?z.16.1.30:5060
= Contact Binding: sip:necsipuser@l?z.16.1.30:5060
= URI: sip:necsipuser@l?72.16.1.30:5060%r
SIF contact address: sip:inecsipuser@l72.16.1.30:5060%"
Expires: 2147483647
X-REGSVLISTNO: 0 ; 0060h90afdch
User-Agent: MEC-DPV-0Ul-A-XX{NECSIPEXTZMLUA_ V1) v
0020 01 14 13 <4 13 d8 01 c2 c0o bf H
0030 =
0040
0050
0s0 . .
Session Initistion Protocol (sip), 442 bytes PO 4 M0

Original REGISTRATION Request Message in Text Format

Session Initiation Protocol
Request-Line: REGISTER sip:172.16.1.20:5080 SIP/2.0 (Must contain the IP or Domain of the Server)
Method: REGISTER
[Resent Packet: False]
Message Header
Max-Forwards: 70
Content-Length: 0
Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bKdf39f5ccd
Transport: UDP
Sent-by Address: 172.16.1.30 (Originating IP Address)
Sent-by port: 5060 (Originating Port)
Branch: z9hG4bKdf39f5ccd (Transaction Identifier)

Call-ID: d824c4d8b3fc59b@172.16.1.30 (Call Identifier — will remain the same for every Packet of Registration)
From: sip:necsipuser@172.16.1.20:5080;tag=d486690f7126f7c (Registering Party information with tag information)
SIP from address: sip:necsipuser@172.16.1.20:5080
SIP tag: d486690f7126f7¢c

To: sip:necsipuser@172.16.1.20:5080 (Registrar information-tag information will be generated in the next response)
SIP to address: sip:necsipuser@172.16.1.20:5080
CSeq: 156928335 REGISTER

Sequence Number: 156928335 (Sequence Number of Registration process)
Method: REGISTER

Contact: sip:necsipuser@172.16.1.30:5060 (Contact information of the Registering Party)
Contact Binding: sip:necsipuser@172.16.1.30:5060
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5.4.2 401 Unauthorized Response Message

"4 Registration only. pcap - Wireshark

File Edit Yiew o Capbure Analyze  Statistics  Help
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Eilter: [ ~ Expression... Clear Apply
Na. - Tirne Real Time Size | source Source Part Destination Dest. Port Pratacol Infa

l 0. OOOOOO 2012 07-26 13 ll 43 484 172 16 1 30 5060 172 16 1 20 5080 SIF Request
vl T - T &1 . o b = <

S 1. 140005 S19-07-26 13:11:44 1158 172.16.1.30 5060 175.16.1.20 5080 SIP REGUEST 2 ST sip:izz. 161 ot soso
4 1.184234 2012-07-26 13:11:44 F20 17¥2.16.1.20 5080 172.16.1.30 5060 SIP Status: 200 oK 1 bindingsl
>
= Session InitCiation Proto<cal ~

= sStatus-Line: SIP/2.0 401 Unauthorized
Status—Code: 401
[resent Packet: False]
= Message Header
= wvia: sSIP/2.0/UDP 172.16.1.30:5060; branch=29hc4bkdf39fs5ccd
Transport: UDP
Sent-by Address: 172.16.1.30
Sent-by port: 5060
Branch: z9hc4bkdf3sfsccd
= From: <sip:necsipuser@l7?2.16.1.20:5080>; tag=d488690F7126F7C
SIP from address: sip:inecsipuser@l?2.16.1.20:5080
SIP tag: d486690F7126F7c
= To: <sipinecsipuser@l?2.16.1.20:5080>;tag=7F03501142100-0
SIFP to address: sip:necsipuser@l72.16.1.20:5080
SIP tag: 7f03501142100-0
Call-ID: d824c4d8b3fcsob@l?2.16.1. 30
= CSeq: 156928335 REGISTER
Sequence Mumber: 156928335
Method: REGISTER
B Contact: <sip:necsipuser@l72.16.1.30:5080>
= contact Binding: <sip:necsipuser@l72.16.1.30:5060>
= URI: <sip:necsipuser@l?2.16.1.30:5060
SIP contact address: sipinecsipuser@l7z.16.1.30:5060
= www-Authenticate: Digest realm="CygnusIPS.nec.co.jp", nonce="cddz34bboces8hdbl870335030c862133", opagque="f56a5772abafc6easfocs66358840ee3”, stale=false, algorithr
authentication scheme: pigest
realm: “CygnusIPs.nec.co.jp”
Monce value: "cdd234bb9ce8hdbli70339930cB62133"
opague value: "f56a5772abafc6e06foc566358840283"
stale Flag: false
Algorithm: MDS
qoP: "auth"
content-Type: application/=-NECSIPEXTZMLWL

Content-Length: 93 v
>
|[G000 00 60 b9 Oa Td cb 00 60 RO 44 Za 13 08 00 45 cO e .DF.LLE.
0010 02 aa <9 25 00 00 40 11 53 4a ac 10 01 14 ac 10  ...... (=N S:I ......
0020 01 1le 13 d8 13 c4 02 96 df ef 53 49 50 2f 32 28 ........ .. P2,
0030 30 20 34 30 31 20 55 6e 61 75 74 68 6f 72 6% 7a 0 401 Un authnr"\z
0040 65 64 0d 0a 56 63 &1 3a 20 53 49 50 2f 32 2e 30 ed..via: STP/2.0
[ATALTa 2F EE A4 Eo M 2 27 20 Fm P PE DA P A P20 (it ) a 7o o]

File: "DiiHelp GuidesiRegistration only. pcap” 3146 Bytes 00:00:01 P 4D 4 M0

401 Unauthorized Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 401 Unauthorized
Status-Code: 401
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bKdf39f5ccd
Transport: UDP
Sent-by Address: 172.16.1.30 (Originating IP Address)
Sent-by port: 5060 (Originating Port)
Branch: z9hG4bKdf39f5ccd (Same as Register)

From: <sip:necsipuser@172.16.1.20:5080>;tag=d486690f7126f7c (Same as Register)
SIP from address: sip:necsipuser@172.16.1.20:5080
SIP tag: d486690f7126f7¢c

To: <sip:necsipuser@172.16.1.20:5080>;tag=7f03501142100-0 (Same as Register but now contains tag information)
SIP to address: sip:necsipuser@172.16.1.20:5080
SIP tag: 7f03501142100-0

Call-ID: d824c4d8b3fc59b@172.16.1.30 (Same as Register)

CSeq: 156928335 REGISTER (Same as Register)
Sequence Number: 156928335 (Same as Register)
Method: REGISTER

Contact: <sip:necsipuser@172.16.1.30:5060>
Contact Binding: <sip:necsipuser@172.16.1.30:5060>

URI: <sip:necsipuser@172.16.1.30:5060>
SIP contact address: sip:necsipuser@172.16.1.30:5060
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WWW-Authenticate: Digest realm="CygnusIPS.nec.co.jp", honce="cdd234bb9ce8bdbh1870339930c862133",
opaque="f56a5772ab4fc6e06f0c566358840ee3", stale=false, algorithm=MD5, qop="auth"
Authentication Scheme: Digest (Authentication method)

Realm: "CygnusIPS.nec.co.jp"
Nonce Value: "cdd234bb9ce8bdb1870339930c862133"
Opaque Value: "f56a5772ab4fc6e06f0c566358840ee3"
Stale Flag: false
Algorithm: MD5 (Encryption method)
QOP: "auth"
Content-Type: application/X-NECSIPEXT2MLv1
Content-Length: 93

5.4.3 Re-Try REGISTER Request Message

Eile Edit View Go Capture  @nalyze  Statistics  Help

B @ e e o @ x « &8 B ¢« » » F 2 2HE @ aaf &6 x| 8

Eiter: | ~ Expression... Clear Apply
No. - Time Real Time Size | Sourcs Source Port Destination Dest. Part Pratocel Info
1 0.000000 2012-07-26 13:11:43 484 172.16.1.30 5060 172.16.1.20 5080 SIP Reguest: REGISTER sip:l72.16.1.20:5080
[) 2012-07-26 13:11:4 l6.1.20 5080 16.1.30 5060 SIP s: 401 unauthorized (1 bindings)
| Z 5 ] SIP REGLSTER 5 . ]

= session Initiation Protocol
= Request-Line: REGISTER sip:l72.16.1.20:5080 SIP/2.0
method: REGISTER
[rResent Packet: False]
= Message Header
Max-Forwards: 70
Content-Length: 348
via: SIP2.0/UDP 172.16.1.30:5060; branch=z%hcd4bK5430h966a0
Transport: UoP
sent-by Address: 172.16.1.30
sent-by port: 5060
Branch: z9hG4hK542ho66e0
Call-ID: d324c4d3b3fcsob@l7z.16.1.30
= From: sip:inecsipuser®@l72.16.1.20:5080; tag=d4B86690f7126F7C
SIP from address: siprnecsipuser@l?2.16.1.20:5080
SIP tag: d486690F7126F7cC
To: sipinecsipuser@l7?2.16.1,20:5080
SIP to address: sip:necsipuser®l7?2.16.1.20:5080
CSeq: 156028336 REGISTER
Sequence Mumber: 156328336
Method: REGISTER
Contact: sip:necsipuser@l?2.16.1.30:5060
= Contact Binding: sip:necsipuser@l?z.16.1.30:5060
= URI: sipinecsipuser@l?2.16.1.30:5060%
SIF contact address: sip:inecsipuser@l72.16.1.30:5060%"
Expires: 2147483647
X-REGSWLISTNO: 0 ; 0060h90afdch

m

m

m

m

m

Authorization: Digest response="45b90dd4a61841c59c7f3ad82bfaddss", nc=00000001, username="necsipuser", realm="CygnusIPs. nec. co. jp", nonce="cdd234bb9ce8bdhl1870339930:
authentication sScheme: Digest

bigest authentication Response: "45b90dd4 a6l841c59c7f3adszbfodadss”

: ecsipuser”
rRealm: "CygnusIPs.nec. co.jp”

Monce value: "cdd234bb2ceshdbl870339930C862133"
Algorithm: mDs

opaque value: "f56a5772abdfc6e06f0c566358340a3"
QopP: auth

CHonce value: "24937064"

Authentication URI: "sip:172.16.1.20:5080"

&
>
0LTO &4 38 33 22 JC be b3 3d CEEN ~
0200 2c 75 73 65 72 6e 61 6d susernam e="necsi
0210 70 75 73 65 72 22 2c 72 puser”, r ealm="Cy
0220 &7 B 75 73 49 50 53 Ze gnusIPS. nec.co.]
0230 70 22 2c 6e &f Ge 63 A5 “.nonce ="cdd234
n2an &3 &3 7R 67 &R 29 &3 A4 hhsnagkhd k127070 hd

SIP Authentication nonce count (sip.auth.ncl, & bytes P:4D:4M: 0
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Re-Try REGISTER Request Message in Text Format

Session Initiation Protocol
Request-Line: REGISTER sip:172.16.1.20:5080 SIP/2.0
Method: REGISTER
[Resent Packet: False]
Message Header
Max-Forwards: 70
Content-Length: 348
Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK543b966e0
Transport: UDP
Sent-by Address: 172.16.1.30
Sent-by port: 5060
Branch: z9hG4bK543b966e0 (New Branch on re-try)
Call-ID: d824c4d8b3fc59b@172.16.1.30 (Same as Initial Register)
From: sip:necsipuser@172.16.1.20:5080;tag=d486690f7126f7c (Same as Initial Register and 401)
SIP from address: sip:necsipuser@172.16.1.20:5080
SIP tag: d486690f7126f7c
To: sip:necsipuser@172.16.1.20:5080
SIP to address: sip:necsipuser@172.16.1.20:5080
CSeq: 156928336 REGISTER
Sequence Number: 156928336 (Counted up by 1 from Initial Register)
Method: REGISTER
Contact: sip:necsipuser@172.16.1.30:5060
Contact Binding: sip:necsipuser@172.16.1.30:5060
URI: sip:necsipuser@172.16.1.30:5060\r
SIP contact address: sip:necsipuser@172.16.1.30:5060\r
Expires: 2147483647
X-REGSVLISTNO: 0 ; 0060b90afdcb
Authorization: Digest response="45b90dd4a61841c59c7f3ad82bfodd85",nc=00000001,username="necsipuser",
realm="CygnusIPS.nec.co.jp",nonce="cdd234bb9ce8bdb1870339930c862133",algorithm=MD5,0paque="f56a5772ab4fc6
e06f0c566358840ee3",qop=auth,cnonc
Authentication Scheme: Digest (Same as 401 Unauthorized)
Digest Authentication Response: "45b90dd4a61841c59c7f3ad82bf9dd85" (Password Encrypted)
Nonce Count: 00000001 (Count as specified by spec)
Username: "necsipuser" (User name)
Realm: "CygnusIPS.nec.co.jp" (Same as 401 Unauthorized)
Nonce Value: "cdd234bb9ce8bdb1870339930c862133" (Same as 401 Unauthorized)
Algorithm: MD5 (Same as 401 Unauthorized)
Opaque Value: "f56a5772ab4fc6e06f0c566358840ee3" (Same as 401 Unauthorized)
QOP: auth (Same as 401 Unauthorized)
CNonce Value: "24937064"
Authentication URI: "sip:172.16.1.20:5080"
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5.4.4 2000K Response Message allowing Registration

] Registration only. pcap - Wireshark

Elle Edit Yiew Go Capture Analyze  Statistics  Help
B oW e e e oB x % 8 R« »7F 2 | BE @ aaf @g0fn x| @
Ei\tsr:l ¥ Expression.., Clear Apply
Mo, - Time Real Time Size Source Source Pork Destination Dest. Port Protocol Info
1 0.000000 2012-07-26 13:11:43 484 172.16.1.30 5060 172.16.1.20 5080 SIF Refuest: REGISTER £ip:172.16.1.20:5080
2 0.013528 2012-07-26 15:11:43 698 172.16.1.20 5080 172.16.1.30 5060 SIF Status: 401 Unauthor_"’lzed (1 bindings)
3 1.149003 2012-07-26 15:11:44 1138 172.16.1.30 5060 172 1.20 5080 SIF : REGISTER sip:l72.16.1.20:5080
| 4 1.184254 c012-07-26 15:11:44 720 ] ] 172 C [T 1 bindings)
>
= Session Initiation Protoco] ~
= Status-Line: SIP/2.0 200 oK
Status-Code: 200
[rResent Packet: False]
= Message Header
= wia: SIP/2.0/UDP 172.16.1.320:5060; branch=20hG4br543b066e0
Transport: UDP
sent-by Address: 172.16.1.30
sent-by port: 5060
granch: zohc4hki43h36620
B From: <sipinecsipuser@l7?2.16.1.20:5080>; Tag=d486690F712677C
SIP from address: sipinecsipuser@l?z.16.1.20:5080
SIP Tag: d486690f7lzefvc
B To: <sipinecsipuser@l?2.16.1.20:5080>;tag=2%e7501142110-0
SIP to address: sipinecsipuser®l7z.l6.1.20:5080
SIP tag: 29e7501142110-0
Call-1D: d824c4d8h3fc50b@172.16.1. 30
= CSeq: 156928336 REGISTER
Sequence NWumber: 156928336
Method: RESISTER
B Contact: «sip:necsipuser@l72.16.1.30:5060>;Expires=203
= Contact Binding: <sip:necsipuser@l72.16.1.30:5060>;Expires=203
= URI: <sip:necsipuser@l72.16.1.30:5060>
SIP contact address: sip:inecsipuser@l?2.16.1.30:5060
Content-Type: application/x-NECSIPEXTZMLWL
content-Length: 294 o
(LR L Y L L -] U 5d W 5L S UY SW Sd UEV. L FLU . L3 )
0080 6e 63 63 73 69 FO 75 73 65 ¥2 40 31 37 32 Ze 31 necsipus er@l72.1
0090 36 2e 31 2e 32 30 3a 35 30 38 30 3e 30 74 61 &7 6.1.20:5 080>;tag
00a0  3d 64 34 38 36 36 39 30 66 37 31 32 36 66 37 63 =c4866380 F7lz2e6f7c
oobo  od va 54 &f 3a 20 3c 73 69 7O 3a 68 65 63 73 69  ,.To: <5 ipinecsi e
File: "Dn\Help Guides\Registration anly. pcap” 3146 Bytes 00:00:01 P 4D 4M: 0

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK543b966e0
Transport: UDP
Sent-by Address: 172.16.1.30
Sent-by port: 5060
Branch: z9hG4bK543b966e0 (Same as re-try Register)

From: <sip:necsipuser@172.16.1.20:5080>;tag=d486690f7126f7c (Same as Initial Register and 401)
SIP from address: sip:necsipuser@172.16.1.20:5080
SIP tag: d486690f7126f7c

To: <sip:necsipuser@172.16.1.20:5080>;tag=29e7501142110-0
SIP to address: sip:necsipuser@172.16.1.20:5080
SIP tag: 29e7501142110-0

Call-ID: d824c4d8b3fc59b@172.16.1.30 (Same as Initial Register)

CSeq: 156928336 REGISTER
Sequence Number: 156928336 (Same as re-try Register)
Method: REGISTER

Contact: <sip:necsipuser@172.16.1.30:5060>;Expires=203
Contact Binding: <sip:necsipuser@172.16.1.30:5060>;Expires=203 (Register expires in 203 seconds)

URI: <sip:necsipuser@172.16.1.30:5060>
SIP contact address: sip:necsipuser@172.16.1.30:5060
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5.5 SIP Event Request Packets (SUBSCRIBE and NOTIFY)

In this section, the SUBSCRIBE and NOTIFY event request messaging. An event package is an additional specification
which defines a set of state information to be reported by a Notifier to a Subscriber.

In the examples provided in this section, NEC SIP Messages will be used that were captured from a SIP IP Terminal.
Although some of the information will be proprietary, it will convey the basic meaning of the messaging. SIP IP Terminal
Subscribing will be Extension 2010. The terminal will Subscribe to the NEC SIP Server and the NEC SIP Server will
Subscribe to the terminal, allowing Notifications to be sent and received from both devices.

Note: The NEC SV8300 and DT730 were used for the example trace information.
5.5.1 SUBSCRIBE Request Message

The SUBSCRIBE message is used to request current state and state updates from a remote node. In simple terms, it will
allow the NOTIFY messages to be sent to the SUBSCRIBER. SUBSCRIBE Messages will need a 2000K response.

5.5.1.1 SUBSCRIBE Request Message from Terminal

L1 Subscribe. pcap - Wireshark Q@El

File Edit Wiew Go Capture Analyze Statistics Help
B wee e o@xowa|lRBe» 7T L Qe af @@ 8 X
Eiter: [ v Expression.. Clear Apply
Ha. - Time Real Time: Size Source Source Port Destination Dest, Part Protocal Info
| 1 0.000000 SO0L 2L Jb 151711 144 470 172.068.1.50 506 1/72.06.1.20 508 3 L SUBSCRIEE s1p
2 0.006022 2012-07-26 13:11:44 385 172.16.1.20 5080 172.16.1.30 5060 SIP Status: 200 0K
3 0.00902& 2012-07-26 13:11:44 423 172.16.1.20 5080 172.16.1.30 5060 SIP Request: SUBSCRIBE sip:20108172.16.1.30:5080
4 0.040470 2012-07-26 13:11:44 382 172.16.1.30 5060 172.16.1.20 5080 SIP Status: 200 Ok
>
= Sessfon Initiation Protocol e
= Request-Line: SUBSCRIBE sip:CYGNUS-IPS@172.16.1.20:5080 SIR/2.0
Method: SUBSCRIBE
[resent Packet: rFalse]
= Message Header
Max-Forwards: 70
content-Length: 0
= via: SIP/2.0/UDP 172.16.1.30:5060; branch=29hG4bK0aBa3e977
Transport: uDeP
sent-hy address: 172.16.1.30
Sent-hy port: 5060
Branch: zShG4hk0aB8a3es77
Call-Ib: c8902c5f6921115@172.16.1.30
= From: <sip:20l0@172.16.1.20>;Tag=5ddc58fo427386a
SIP from address: sip:20l08172.16.1.20
SIP tag: 5ddcS8f9427386a
2 To: «<sip:CvGNUS-IPS@172.16.1.20:5080>
SIP to address: sip:CYGNUS-IPS@172.16.1.20:5080
= CSeq: 633878892 SUBSCRIBE
sequence Number: 633873892
Method: SUBSCRIBE
Ewent: X-NECSIPEXT2CTRL
Expires: 3627
= Contact: sip:2010@172.16.1.30:5060
= Contact Binding: sip:20108172.16.1.30:5060
B URI: sip:2010@172.16.1.30:5080%r
SIP contact address: sip:20108172.16.1.30:5060%
USEr-AGEnT ! MEC-DPV-001-A->xX(NECSIPEXTZMLUA_V1])
0020 01 14 13 <4 13 d8 01 b4 d6 48 53 55 42 53 43 52 ........ . HSUBSCR
0030 49 42 45 20 73 69 70 3a 43 59 47 4e 55 53 2d 49 IBE sip: C¥GNUS-I
0040 50 53 40 31 37 22 2Ze 31 36 2Ze 31 Ze 32 30 3a 33 PS@L72.1 6.1.20:%
[ E TAOIE IAOIA BT AN EA TF 27 a A AAd AL oAd 81 7o AGH sTR S TN LR hd
File: "DtiHelp GuidesiSubscribe.pcap” 1728 Bytes 00:00:00 Pr4Di4mM 0
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SUBSCRIBE Request Message in Text Format

Session Initiation Protocol
Request-Line: SUBSCRIBE sip:CYGNUS-IPS@172.16.1.20:5080 SIP/2.0
Method: SUBSCRIBE
[Resent Packet: False]
Message Header
Max-Forwards: 70
Content-Length: O
Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK0a8a3e977
Transport: UDP
Sent-by Address: 172.16.1.30 (Originating IP Address of the SIP IP Terminal)
Sent-by port: 5060 (Originating Port)
Branch: z9hG4bK0a8a3e977 (Transaction Identifier)
Call-ID: ¢8902¢5f6921115@172.16.1.30 (Call Identifier)
From: <sip:2010@172.16.1.20>;tag=5ddc58f9427386a (SUBSCRIBER Information — Extension 2010)
SIP from address: sip:2010@172.16.1.20
SIP tag: 5ddc58f9427386a
To: <sip:CYGNUS-IPS@172.16.1.20:5080> (NEC SIP Server)
SIP to address: sip:CYGNUS-IPS@172.16.1.20:5080 (No tag — Unique tag will be generated in 2000K)
CSeq: 633878892 SUBSCRIBE
Sequence Number: 633878892
Method: SUBSCRIBE
Event: X-NECSIPEXT2CTRL (Event information allowing NEC SIP Station Control Messaging)
Expires: 3627
Contact: sip:2010@172.16.1.30:5060
Contact Binding: sip:2010@172.16.1.30:5060
URI: sip:2010@172.16.1.30:5060\r
SIP contact address: sip:2010@172.16.1.30:5060\r
User-Agent: NEC-DPV-001-A-XX(NECSIPEXT2MLUA_v1)
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5.5.1.2 2000K Response Message to the SUBSCRIBE

1l Subscribe.pcap - Wireshark

Elle Edit Wiew Go Capture  Analyze  Statistics  Help
B oW e ee pE x e 8318« o F 2 BE QaaQD @B X
Eiter: | * Expression... Cear Apply
Ho. - Real Time Size Source Source Port Destination Dest. Port Protocol Info
20 1:44 470 172.1 .30 5060 172.18 5080 SIP SUBSCRIEE sip:CYGNUS-IPS@L72.16.1.20:5080
1. 006027 20 6 1:44 365 172.16.1.20 5050 172,16 5060 S 00 _OK
| 3 09026 2012-07-26 1 423 172.16.1.20 5080 172.18a 30 5060 SIF Regu: SUBSCRIBE sip:20108172.16.1.30:5060
4 0.040470 2012-07-26 13:11:44 382 172.16.1.30 5060 172.16.1.20 5080 SIP Status: 200 Ok
>
= session Initiation Protocol ~
= Status-Line: SIP/2.0 200 OK
Status-Code: 200
[rResent Packet: False]
= Message Header
= via: SIPAZ.0/UDP 172.16.1.30:5060; hranch=2z9hG4bK0aBa3a977
Transport: UDP
sent-hy address: 172.16.1.30
sent-hy port: 5060
Branch: zohG4bkdaBa3ed??
= From: <sip:20108172.16.1.20>;tag=5ddc58F3427386a
SIP from address: sip:20108172.16.1.20
SIP tag: 5ddcssafoq27386a
= To: <sip:CyGNUS-IPS@L72.16.1.20:5080>;tag=1c0b501142111-0
SIP to address: sip:CYGNUS-IPS@L72.16.1.20:5080
SIP tag: 1<0b501142111-0
Call-I0: c8902¢5f69211156172.16.1.30
= CSeq: ©33878892 SUBSCRIBE
Sequence Number: 633873892
Method: SUBSCRIBE
= Contact: <sip:2010@172.16.1.20:5080>
= Contact Binding: <sip:2010@172.16.1.20:5080>
= URI: <5ip:2010@172.16.1.20:5080>
SIP contact address: sip:20l0@l72.16.1.20:5080
Expires: 3627
content-Length: O v
LU0 00 80 bY Ua Td <b 00 60 BbY 44 ZJa 13 0y Q0 45 CO o D¥. L E
0010 01 5F c% e8 00 00 40 11 54 93 ac 10 01 14 ac 10 e BL To
0020 01 1le 13 d8 13 <4 01 4b fd 05 53 49 50 2f 32 2 ....... K ..SIPS2.
0030 30 20 32 30 30 20 4f 4b 0d 0a 56 69 61 3a 20 53 0 200 ok ..wia: s
0040 49 50 2 32 Ze 30 2f 35 44 50 20 31 37 32 Ze 31 IF/2.0/0 DP 172.1
[aTeLTa) PEA A P1 FA 2T N 2. TE PATAE PR PR AT 7T OAT An A1 DN E AN e e b
File: "DiHelp Guides|Subscribe.pcap” 1726 Bytes 00:00:00 P 4D:4 M0

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header
Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK0a8a3e977
Transport: UDP
Sent-by Address: 172.16.1.30 (Originating IP Address of the SIP IP Terminal)
Sent-by port: 5060 (Originating Port of the SIP IP Terminal)
Branch: z9hG4bK0a8a3e977 (Transaction Identifier — Same as SUBSCRIBE)
From: <sip:2010@172.16.1.20>;tag=5ddc58f9427386a (Same as SUBSCRIBE)
SIP from address: sip:2010@172.16.1.20
SIP tag: 5ddc58f9427386a
To: <sip:CYGNUS-IPS@172.16.1.20:5080>;tag=1c0b501142111-0 (Same as SUBSCRIBE but with unique tag)
SIP to address: sip:CYGNUS-IPS@172.16.1.20:5080
SIP tag: 1c0b501142111-0
Call-ID: ¢8902¢5f6921115@172.16.1.30 (Same as SUBSCRIBE)
CSeq: 633878892 SUBSCRIBE
Sequence Number: 633878892
Method: SUBSCRIBE
Contact: <sip:2010@172.16.1.20:5080>
Contact Binding: <sip:2010@172.16.1.20:5080>
URI: <sip:2010@172.16.1.20:5080>
SIP contact address: sip:2010@172.16.1.20:5080
Expires: 3627
Content-Length: 0
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5.5.1.3 SUBSCRIBE Request Message from NEC SIP Server

4! Subscribe. pcap - Wireshark

Filz: Edit VWiew Go Capture  Analyze  Statistics  Help
B e e oc@ x % s B@ «*»F L |BE &aQB| @@ 68 x
Eiter: [ ~ Expression... Clear Apply
Ho. - Time Real Time Size Source Source Port Dest. Port Protocol Info
1 0.000000 2012-07-26 13:11:44 470 172.16.1.30 5060 5080 sIP Request: SUBSCRIBE sip:CYGNUS-IPS@L7F2.16.1.20:5080
22 20 -26 12:11:44 365 172.16.1.20 5080 5060 sIp 200 OK
| 3 126 20 —26 13:17:44 475 1771 _Z0 5080 172 20 5060 S gu : SUESCRIBE s
4 0.040470 2012-07-26 13:11:44 382 172.16.1.30 5060 172.16.1.20 5080 SIP Status: 200 OK
>
= session Initiation Protocol A
= Reguest-Line: SUBSCRIBE sip:20l0€172.16.1.30:5060 SIP/2.0
Method: SUBSCRIBE
[resent Packet: False]
= Message Header
= wia: SIP/2.0/0DP 172.16.1.20:5080; branch=z9ha4bK-162a501142114-0
Transport: UDP
sent-by address: 172.16.1.20
sent-by port: 5080
Branch: zohG4hbk-162a501142114-0
= From: "2010" <sip:2010@172.16.1.20:5080>;tag=271c501142113-0
sSIP pisplay info: "zolo0"
SIP from address: sip:20l0€8172.16.1.20:5080
SIP Tag: 271c501142113-0
E To: <sip:20108172.16.1.30:5060>
SIP to address: sip:2010€172.16.1.30:5060
Call-I0: aa7-50114211-2-0@172.16.1.20
= CSeq: 1 SUBSCRIBE
Sequence Mumber: 1
Method: SUBSCRIBE
= Contact: <sipi20l0@Ll72.16.1.20:5080>
= Contact Binding: <sip:20108172.16.1.20:5080>
B URI: <sip:20l0@172.16.1.20:5080>
SIP contact address: sip:2010€172.16.1.20:5080
Max-Forwards: 70
Expires: 3613
Event: X-NECSIPEXT2CTRL
content-Length: O
0000 00 60 b9 Ua 1d <b 00 60 B9 44 Za 13 U8 00 45 <0 . ..... D%...E.
00l0 01 858 cb 29 00 00 40 11 54 58 ac 1o Ol 14 ac 1o ...... B TH. ...
0020 01 1e 13 d& 13 <4 01 85 83 13 53 55 42 53 43 52 feeesae. .. SUBSCR
0030 49 42 45 20 73 69 70 3a 32 30 31 30 40 31 37 32 IBE sip: 2010€172
0040 28 31 36 28 31 Ze 33 30 3a 35 30 36 30 20 53 49  .16.1.30 ;5060 SI
fAse  SA 3F 39 34 30 Ad An SA &n &1 . 36 89 an &a 9F  mr a e . sl L7
File: "DiHelp Guides|Subscribe.pcap” 1728 Bytes 00:00:00 P:4D:4M 0

SUBSCRIBE Request Message in Text Format
Session Initiation Protocol
Request-Line: SUBSCRIBE sip:2010@172.16.1.30:5060 SIP/2.0
Method: SUBSCRIBE
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.20:5080;branch=z9hG4bK-16ea501142114-0
Transport: UDP
Sent-by Address: 172.16.1.20 (Originating IP Address of the NEC SIP Server)
Sent-by port: 5080 (Originating Port of the NEC SIP Server)
Branch: z9hG4bK-16ea501142114-0 (Transaction Identifier)

From: "2010" <sip:2010@172.16.1.20:5080>;tag=271c501142113-0 (Contains SIP IP Extension information)
SIP Display info: "2010"
SIP from address: sip:2010@172.16.1.20:5080
SIP tag: 271¢501142113-0

To: <sip:2010@172.16.1.30:5060> (Contains SIP IP Extension information for subscription)
SIP to address: sip:2010@172.16.1.30:5060

Call-ID: aa7-50114211-2-0@172.16.1.20 (Call Identifier)

CSeq: 1 SUBSCRIBE
Sequence Number: 1
Method: SUBSCRIBE

Contact: <sip:2010@172.16.1.20:5080>
Contact Binding: <sip:2010@172.16.1.20:5080>

URI: <sip:2010@172.16.1.20:5080>
SIP contact address: sip:2010@172.16.1.20:5080

Max-Forwards: 70

Expires: 3613

Event: X-NECSIPEXT2CTRL (Event information allowing NEC SIP Station Control Messaging)

Content-Length: 0
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5.5.1.4 2000K Response Message for SUBSCRIBE

] Subscribe. pcap - Wireshark

Eile Edit Wiew Go  Capture  Analyze  Statistics  Help
B e ee e o@xeslBer»oF L |(|HE Q&aal @06 x| 8
E\\ter:l ~  Expression... Clear Apply
ha. - Tirne: Real Time Size Source Source Port Destination Dest. Port Protocal Info
1 0.000000 2012-07-26 13:11:44 470 172.16.1.30 5060 172.16.1.20 5080 SIP Reguest: SUBSCRIBE sip:iCYGHUS-IPS@®172.16.1.20:5080
2 0.006022 2012-07-26 13:11:44 365 172.16.1. 5080 172.16.1.30 5060 SIP Status: 200 Ok
3 0.009026 5080 172 1.30 5060 SIP REHUEST: SUBSCRIBE Sip:2010@172.16.1.30:5060
| A 0.0408r0 Trze i) 00 OF
¥
= Session Initiation Protocol ~
= Status-Line: SIP/2.0 200 OK
status-Code: 200
[rResent Packet: False]
= Message Header
Call-ID: aa7-50114211-2-0€172.16.1.20
= CSeq: 1 SUBSCRIBE
sequence Number: 1
method: SUBSCRIBE
= From: "2010" <sip:2010@172.16.1.20:5080>;tag=271c501142113-0
SIP Display info: "zolo"
SIP from address: sip:20108172.16.1.20:5080
SIP tag: 271c¢501142113-0
= To: <sip:20108172.16.1.30:5060>; tag=0165ea5dd73ab4f
SIP to address: sip:2010@172.16.1.30:5060
SIP tag: 0165eaSdd?3abaf
= via: sIP/Z.0/UDP 172.16.1.20:5080; branch=z9hadbK-162a501142114-0
Transport: UDP
Sent-hy address: 172.16.1.20
sent-hy port: 5080
Branch: z5hG4bk-16a501142114-0
content-Length: o
Expires: 3613
User-agent: NEC-DPV-00L-A-3X(NECSIFEXTZMLUA_v1)
QOO0 00 B0 b4 44 Za 1s 00 60 bBY Oa td ch 08 00 45 cO N E.
0010 01 70 00 11 00 00 40 11 le 5a ac 10 01 le ac 10 P TR - T
0020 01 14 13 <4 13 d8 01 Sc el 85 53 49 50 2f 32 2e  ....... ML WSIRSZ.
0030 30 20 32 30 30 20 4F 4b 0d 0a 43 61 6C &C 2d 49 0 200 oK ..call-I
0040 44 3a 20 61 61 37 2d 35 30 31 31 34 32 31 31 2d D: aa7-5 0114211-
nAcn 27 3d 24 4A 31 37 37 A 21 36 A 21 3m 29 20 ad I i A T b
File: "D:Help Guides|Subscribe.pcap” 1726 Bytes 00:00:00 P 4D:4 M0

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header

Call-ID: aa7-50114211-2-0@172.16.1.20 (Same as SUBSCRIBE)

CSeq: 1 SUBSCRIBE
Sequence Number: 1
Method: SUBSCRIBE

From: "2010" <sip:2010@172.16.1.20:5080>;tag=271c501142113-0
SIP Display info: "2010"
SIP from address: sip:2010@172.16.1.20:5080
SIP tag: 271c501142113-0

To: <sip:2010@172.16.1.30:5060>;tag=0165ea5dd73ab4f
SIP to address: sip:2010@172.16.1.30:5060
SIP tag: 0165ea5dd73ab4f

Via: SIP/2.0/UDP 172.16.1.20:5080;branch=z9hG4bK-16ea501142114-0
Transport: UDP
Sent-by Address: 172.16.1.20
Sent-by port: 5080
Branch: z9hG4bK-16ea501142114-0

Content-Length: 0

Expires: 3613

User-Agent: NEC-DPV-001-A-XX(NECSIPEXT2MLUA v1)
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5.5.2 NOTIFY Request Message

NOTIFY messages are sent to inform subscribers of changes in state to which the subscriber has a subscription. A
NOTIFY does not terminate its corresponding subscription; in other words, a single SUBSCRIBE request may trigger
several NOTIFY requests. NOTIFY Messages will need a 2000K response.

5.5.2.1 NOTIFY Request Message for Speaker Key Pressed

T3 Notify. pcap - Wireshark

Elle Edit “ew Go Capture Analyze Statistics  Help B
B e e PExes Be«weoF2|EEaaan @8BS x| 8

Eilter:l T  Expression... Clear Apply

Mo, - Time: Real Time i Source Port Destination Dest, Part Protocol Info
[l 1 0.000000 2012 36 3 1 STLIFY
2 0.008042 2012-07-18 10:35:33 355 172.16.1.20 5080 172.16.1.30 5060 SIFP Status: 200 OK

= Session Initiation Protocaol L
= Request-Line: WOTIFY sip:201l08172.16.1.20:5080 SIR/2.0
Method: NOTIFY
[rResent Packet: False]
= Message Header
Max-Forwards: 70
Content-Length: 22
= wia: SIP/2.0/UDP 172.16.1.30:5060;: branch=z5hG4br5236586al
Transport: UDP
sent-by address: 172.16.1.30
sSent-by port: 5080
Branch: zoha4hK5236585al
Call-Ib: 682b-500685ce-2-0@172.16.1.20
= From: <sip:2010@172.16.1.30:5060>;tag=19Fhl56df 7085
SIP from address: sip:20108172.16.1.30:5060
SIP tag: 19fhl56dff7on3s
= To: "2000" <sip:2010@172.16.1.20:5080>;tag=67b4500685¢ca3-0
SIP Display info: "2010"
SIP to address: sip:20108172.16.1.20:5080
SIP tag: 67h4500685ce3-0
= Cseq: 335277958 MNOTIFY
Sequence Mumber: 335277958
method: NOTIFY
cContent-Type: application/x-NECSIPEXT2ZMLWL
Event: X-MECSIPEXT2CTRL
subscription-sState: active
contact: sipr20l0@l7z2.16.1.30:5060
= Contact Binding: sip:2010€172.16.1.30:5060
= URI: sip:20l06172.16.1.30:5060N
SIP contact address: sip:20108172.16.1.30:5080%r
USEr-Agent: MEC-DPV-001-A-X(MECSIPEXT ZMLUA_ V1)
= Message body
Event-Fkey=58:speakeryrin

J[eoZ0 o1 14 13 c4 13 d8 02 14 ©c ob &
Q

m

In e £ &
Session Initiakion Protocal (sip), 524 bytes Pi2D:2M: 0
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NOTIFY Request Message in Text Format

Session Initiation Protocol
Request-Line: NOTIFY sip:2010@172.16.1.20:5080 SIP/2.0
Method: NOTIFY
[Resent Packet: False]
Message Header
Max-Forwards: 70
Content-Length: 22
Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK5236586al
Transport: UDP
Sent-by Address: 172.16.1.30
Sent-by port: 5060
Branch: z9hG4bK5236586al
Call-ID: 682b-500685ce-2-0@172.16.1.20 (Call Identifier)
From: <sip:2010@172.16.1.30:5060>;tag=19fb156dff79985
SIP from address: sip:2010@172.16.1.30:5060
SIP tag: 19fb156dff79985
To: "2010" <sip:2010@172.16.1.20:5080>;tag=67b4500685ce3-0
SIP Display info: "2010"
SIP to address: sip:2010@172.16.1.20:5080
SIP tag: 67b4500685ce3-0
CSeq: 335277958 NOTIFY
Sequence Number: 335277958
Method: NOTIFY
Content-Type: application/X-NECSIPEXT2MLv1
Event: X-NECSIPEXT2CTRL
Subscription-State: active
Contact: sip:2010@172.16.1.30:5060
Contact Binding: sip:2010@172.16.1.30:5060
URI: sip:2010@172.16.1.30:5060\r
SIP contact address: sip:2010@172.16.1.30:5060\r
User-Agent: NEC-DPV-001-A-XX(NECSIPEXT2MLUA v1)
Message body
Event-Fkey=8:speaker\r\n (Event information of Speaker Key Press)
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5.5.2.2 2000K Response Message for NOTIFY

L Notify. pcap - Wireshark

=B

File Edit View Go Capture Analyze  Statistics Help
B e e e eB x % 858 R « 7T L EBEH KR Q@R R X
iter: | ~ Expression... Clear Apphy
Mo, - Time: Real Time Size Source Source Pork Destination Dest. Port Frotocal Info
1 0.000000 2012-07-18 10:39:33 566 172.16.1.30 5060 172.16.1.20 5080 sSIP RequesT: MOTIFY Sip:Z0l08172.16.1.20:5080
| 2 0.008042 J012-07-18 10:30:33 355 1r2.16.1.20 5050 172.16.1.50 5060 STF 200 OF
>
= Session Initiation Protoco] -~
= Status-Line: SIP/2.0 200 0K
Status-Code: 200
[resent Packet: False]
= Message Header
= wiar SIP/2.0/UDP 172.16.1.30:5060; branch=z%hs4bK5236586al
Transport: UoP
sent-by Address: 172.16.1.30
sent-by port: 5060
Branch: zOhG4hK5236586al
= From: <sip:2010€172.16.1.30:50605x; tag=13Fhli6dff72935
SIP from address: sip:20l0€172.16.1.30:5060
SIP tag: 19Fhl56dff7asss
= To: "2010" <s5ip:20l08172.16.1.20:5080>;tag=67h4500685ce3-0
SIP Display info: "2010"
SIP to address: sip:2010@172.16.1.20:5080
SIP tag: 67b4500685ce23-0
Call-ID: 682b-500635ce-2-08172.16.1.20
= CSeq: 335277958 NOTIFY
Sequence Humber: 335277958
mMethod: MOTIFY
= Contact: <sip:20l0@172.16.1.20:5080>
= Contact Binding: <sip:201068172.16.1.20:5080>
= URI: <sip:200108172.16.1.20:5080>
SIF contact address: sip:20108172.16.1.20:5080
Content-Length: O
0000 00 60 kbo 0a fd chb 00 60 BG 44 Za 13 08 00 45 <O e .D¥..LE.
0010 01 55 75 9C 00 00 40 11 a® &9 ac 10 01 14 ac 10 SUuL LBl L
0020 01 le 13 d3 13 <4 01 41 4e 7e 53 49 50 2f 32 2e  ....... A N~SIP/2.
0030 30 20 32 30 30 20 4f 4b  Od 0a 56 69 61 3a 20 53 0 200 ok ..via: =5
0040 49 50 2f 32 Ze 30 2f 55 44 50 20 31 37 32 Ze 31 IP/2.0/0 DP 172.1
AfA 9E o 7 37 30 34 38 9 F& w0 3k 20 71 &1 En & A 3AE AEArbman ]
P 2D ZM: 0

R
File: "DiiHelp Guidesihotify. pcap” 977 Bytes 00:00:00

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.30:5060;branch=z9hG4bK5236586al
Transport: UDP
Sent-by Address: 172.16.1.30
Sent-by port: 5060
Branch: z9hG4bK5236586al

From: <sip:2010@172.16.1.30:5060>;tag=19fb156dff79985
SIP from address: sip:2010@172.16.1.30:5060
SIP tag: 19fb156dff79985

To: "2010" <sip:2010@172.16.1.20:5080>;tag=67b4500685ce3-0
SIP Display info: "2010"
SIP to address: sip:2010@172.16.1.20:5080
SIP tag: 67b4500685ce3-0

Call-ID: 682b-500685ce-2-0@172.16.1.20 (Same as Notify)

CSeq: 335277958 NOTIFY
Sequence Number: 335277958
Method: NOTIFY

Contact: <sip:2010@172.16.1.20:5080>
Contact Binding: <sip:2010@172.16.1.20:5080>

URI: <sip:2010@172.16.1.20:5080>
SIP contact address: sip:2010@172.16.1.20:5080

Content-Length: 0
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Section 6 — SIP Call Flow

6.1 SIP Call Flow

SIP will use a 3 way handshake call setup using the INVITE/2000K with SDP/ACK as the 3 messages to setup a SIP
Call. For Early Media calls, the handshake will be INVITE/180 RINGING with SDP/PRACK. In the examples below, the
basic call flow and Early Media are shown. Notice that RTP will begin to flow after the INVITE/2000K with SDP/ACK of
the normal call and after the INVITE/180 RINGING with SDP/PRACK of the Early Media call.

Diagram 4.0 of basic SIP Call Flow

A normal call will flow as shown below:

Calling Side Called Side
INVITE w/SDP >
< 100 TRYING
< 180 RINGING
< 2000K w/SDP
ACK >
RTP < > RTP
BYE >
< 2000K

An Early Media call will flow as shown below:

Calling Side Called Side
INVITE w/SDP >
< 100 TRYING
< 180 RINGING w/SDP
PRACK >
RTP < > RTP
< 2000K w/SDP
ACK >
BYE >
< 2000K
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6.2 INVITE Request Message

7l SIP Packets.pcap - Wireshark 9 [=1[E3]

Eile Edit wiew Go Capture Analyze  Statistics  Help
B aE e e pEx % 8 R« » o F 2 FEa&aa a0 @2 B X

Eilter: - Expression... Clear Apply

Mo. - Info

| 10 2012-0 8 .10 L2 : INVITE sip:2id2
20 20012-07-18 .20 qQ 100 Tryding
3 00135741 2012-07-18 448 172.16.1.20 5060 172.16.1.10 G060 SIP Status: 180 Ringing
4 5.346272 2012-07-18 133: 721 172.16.1.20 5060 172.16.1.10 3060 SIP/SDP  STatus: 200 oK, with session description
5 5.361117 20012-07-18 10:33:23 3586 172.16.1.10 5060 172.16.1.20 G060 SIP RequesT: ACK 5ip:2142622000€172.16.1.20:5060
6 5.105931 2012-07-18 10:33:25 386 172.16.1.10 5060 172.16.1.20 3060 SIP Reguest: BYE s1p:21426220008172.16.1.20:5060
7 8.119000 20012-07-18 10:33:25 349 172.16.1.20 5060 172.16.1.10 G060 SIF STaTus: 200 OK

Frame 1 (860 bytes on wire, 860 bytes captured)
Ethernet II, Src: Nitsuko_44:00:d1 (00:60:h5%:44:00:d1), Dst: Nitsuko_44:2a:13 (00:60:b0:44:22:13)
® Internet Protocol, Ssrc: 172.16.1.10 (172.16.1.10), Dst: 172.16.1.20 (172.16.1.20)
User Datagram Protocol, Src Port: 5060 (50600, Dst Port: 5060 (50600
= session Initiation Protocal
= Reguest-Line: INVITE sip:21426220008Telcosipserver.com: 5060 SIP/2.0
Methaod: INVITE
[resent Packet: False]
E Message Header
= via:r SIR/2.0/00P 172.16.1.10:5060; branch=z%hG4bK-g14500650ed2-21
Transport: UDP
sent-hy Address: 172.16.1.10
sent-hy port: 5060
Branch: zShcdbk-e14500690ed2-21
= From: "station 1000" <sip:21426210008Telcosipserver. com:5060x; tag=18eh5006%0ecl -21
SIP Display info: “Station 1000%
sip from address: sip:2l426210008Telcosipserver. com: 5060
SIP Tag: 182h5006%90adl-21
= To: <sip:21426220008Telcosipserver. com: 5060
SIP to address: sip:2142622000@Te]cosipsarver. com: 5060
Call-ID: hbb-500600ed-0-21@172.16.1.10
= cseqg: 1 INVITE
sequence Number: 1
Method: IWVITE
= contact: <sip:2l426210008172.16.1.10:5060>
= Contact Einding: <sip:21426210008172.16.1.10:5060>
= URI: <5ip:21426210008172.16.1.10:5060>
SIP contact address: sip:21426210008172.16.1.10:5080
content-Type: application/sdp
A1Tow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK
Max-Forwards: 70
session-eExpires: 1800
Supported: timer
Privacy: none
P-preferrad-rdentity: “2142621000" <sip:2142621000@Telcosipsarvear. com: 5060>
P-pPreferred-Tdentity: <tel:2142621000>

content-Length: 173 -
- T N - - N -~
[Prasiy) 31 £8 51 3L 0O WA /3 300 49 Sy 53 Ud WA b3 30 4y L.odll..=5= LHF5..C=1
02ed  4e 20 49 50 34 20 31 37 32 2e 31 36 2e 31 Ze 31 NIP4 17 2.16.1.1
nzfo 3% 0od 0a 74 3d 30 20 30 Od 0a ad 32 6l 75 64 69 1..t=00 ..m:/aud'i &
Session 1D (sdp.owner . sessionid), S bytes P170:7 M0

INVITE Request Message in Text Format

Session Initiation Protocol
Request-Line: INVITE sip:2142622000@Telcosipserver.com:5060 SIP/2.0 (Call to 214-262-2000)
Method: INVITE
[Resent Packet: False]
Message Header
Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-e14500690ed2-21
Transport: UDP
Sent-by Address: 172.16.1.10 (Originating IP Address)
Sent-by port: 5060 (Originating Port)
Branch: z9hG4bK-e14500690ed2-21 (Transaction Identifier)
From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Calling party will
generate a unique sip tag parameter in the From field and the called party will generate a sip tag in the To field of a
1XX response)
SIP Display info: "Station 1000" (Calling Name)
SIP from address: sip:2142621000@Telcosipserver.com:5060 (Calling Number 2142621000@Domain Name
Telcosipserver.com: Control Port 5060) Note: Domain Name can be an IP Address.
SIP tag: 18eb500690ed1-21
To: <sip:2142622000@Telcosipserver.com:5060>
SIP to address: sip:2142622000@Telcosipserver.com:5060 (Called Number 214-262-2000)
Call-ID: bb-500690ed-0-21@172.16.1.10 (Call Identifier-Will remain the same for every control SIP packet of the call)
CSeq: 1 INVITE
Sequence Number: 1 (Identifying this message as the first sequence of the SIP Session)
Method: INVITE
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Contact: <sip:2142621000@172.16.1.10:5060> (Contact information of the Calling Party)
Contact Binding: <sip:2142621000@172.16.1.10:5060>
URI: <sip:2142621000@172.16.1.10:5060>
SIP contact address: sip:2142621000@172.16.1.10:5060
Content-Type: application/sdp (Notification of SDP in the message)
Allow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK (Calling Party will allow these SIP Requests and Responses)
Max-Forwards: 70 (Max Forwards of 70 Hops)
Session-Expires: 1800 (Session will expire in 30 minutes)
Supported: timer (Allowing Session Timer)
Privacy: none (Allowing display of the Calling Party)
P-Preferred-Identity: "2142621000" <sip:2142621000@ Telcosipserver.com:5060>
P-Preferred-Identity: <tel:2142621000> (Preferred Calling Party Display)
Content-Length: 173
Message body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): IPS 24669 0 IN IP4 172.16.1.11
Owner Username: IPS (Owner information of the Calling UAC)
Session ID: 24669
Session Version: 0
Owner Network Type: IN
Owner Address Type: IP4
Owner Address: 172.16.1.11 (Connection IP Address for the RTP)
Session Name (s): IPS
Connection Information (c): IN IP4 172.16.1.11
Connection Network Type: IN
Connection Address Type: IP4 (IP Version 4)
Connection Address: 172.16.1.11 (Connection IP Address for the RTP)
Time Description, active time (t): 0 0 (Stating there is no Session expiry for the RTP)
Session Start Time: 0
Session Stop Time: 0
Media Description, name and address (m): audio 10006 RTP/AVP 0 101
Media Type: audio
Media Port: 10006 (RTP Port of Calling Party)
Media Proto: RTP/AVP
Media Format: ITU-T G.711 PCMU (First choice for RTP Codec)
Media Format: ITU-T G.729 (Second choice for RTP Codec)
Media Format: 101 (Requesting RFC 2833 Out of Band DTMF with 101 encoding)
Media Attribute (a): rtpmap:0 PCMU/8000 (First choice for RTP Codec G.711)
Media Attribute Fieldname: rtpmap
Media Format: 0
MIME Type: PCMU
Media Attribute (a): ptime:20 (First choice G.711 for Packet Size 20 milliseconds attribute)
Media Attribute Fieldname: ptime
Media Attribute Value: 20
Media Attribute (a): rtpmap:2 G726-32/8000 (Second choice for RTP Codec G.729)
Media Attribute Fieldname: rtpmap
Media Format: 2
MIME Type: G726-32
Media Attribute (a): ptime:30 (Second choice G.729 for Packet Size 30 milliseconds attribute)
Media Attribute Fieldname: ptime
Media Attribute Value: 30
Media Attribute (a): rtpmap:101 telephone-event/8000 (First choice for DTMF Out of Band)
Media Attribute Fieldname: rtpmap
Media Format: 101 (Encoding 101 for Line Lockout Tone)
MIME Type: telephone-event
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6.3 100 TRYING Response Message
Tl 5IP Packets. pcap - Wireshark Q@E‘

File Edit Wiew Go Capture Anakyze  Statistics  Help
B oW eee PEx w8 R e »F L EE QB 8588 X

Filter: = Expression... Clear Apply

Mo. - Time Real Time Size Source Source Port  Destination Dest. Port Protocal
0. 000000 2012-07-18 5 860 172.16.1 5060 172 SIR/SDP

: INVITE sip:21426220008Telcosipserver. com:5060, with session description

0.01512 20 ] 7 EE i2 4] H Fe 4] Y110
0.013141 2012-07-18 10 17 448 172.16.1.20 5060 17z. 180 Ringing

1
4 5.346272 2002-07-18 10:33:23 721 172.16.1.20 5060 172. 5060 SIP/SDF  Status: 200 OK, with session description
5 5.361117 2012-07-18 10:33:23 386 172.16.1.10 5060 172. 060 SIP Reguest: ACK s1p:2142622000€172.16.1.20:5060
6 8.105931 2012-07-18 10:33:25 306 172.16.1.10 5060 172. 5060 SIP Reguest: BYE si1p:21426220008172.16.1.20:5060
7 8.119010 2012-07-18 10:33:25 349 172.16.1.20 5060 172. 060 SIP Status: 200 oK
= Session Initiation Protocal -

= Status-Line: SIP/2.0 100 Trying
status-cCode: 100
[resent Packet: False]
= Message Header
= via: SIP/2.0/UDP 172.16.1.10:5060; branch=29hG4bk-el4500620ed2-21
Transport: UDP
sent-by Address: 172.16.1.10
Sent-by port: 5060
Branch: zohcdbk-e14500690ed2-21
= From: "station 1000" <sip:2l42621000@Telcosipserver. com:5060x; tag=18eh5006%0ecl-21
sIP pisplay info: "station l1o00"
sIP from address: sip:2142621000@Telcosipserver. com: 5060
SIP tag: 18eh500690edl-21
= To: <sip:21426220008Telcosipservar, com: 5060
SIP to address: sip:2142622000@Telcosipsarver. com: 5060
Call-10: bb-500690ed-0-216172.16.1.10
= csag: 1 INVITE
sequence Number: 1
Method: INVITE
Content-Lenath: 0 b

Wuun b Ou 03 94 wu UL UM Ov DD 4% cd 13 w0 uw 94 ud . . VRN
0010 01 40 73 85 00 00 40 11 a9 e% ac 10 01 14 ac 10 .Bu...8. ........
0020 01 0a 13 <4 13 <4 01 2c h2 <7 33 4% 50 2f 32 Ze SIP/2.
0030 30 20 31 30 30 20 54 72 79 69 6e 67 0d 0a 56 69 0 100 Tr ying..wi
0040 61 3a 20 53 49 50 2f 32 2e 30 2f 55 44 50 20 31 a: sIP/2 L0/0DP 1
0050 37 32 2e 31 36 2e 31 2e 31 30 3a 35 30 36 30 3b 72.16.1. 10:5060;
0060 62 72 61 6e 63 68 3d Fa 39 63 47 34 62 4b 2d 65 branch=z ohG4bk-e
0070 31 34 35 30 30 36 3% 30 65 64 32 2d 32 31 0d Ca 143500690 ed2-21..
0030 46 72 &f ad 3a 20 22 53 74 861 74 69 &F 6e 20 31 From: "s tation 1
0090 30 30 30 22 20 3c 73 69 70 3a 32 31 34 32 36 32 000" <«si p:214262
00a0 31 30 30 30 40 54 65 6¢ 63 6F 73 69 70 73 &5 72 1o00@Tel cosipser
00b0 76 65 72 2e 63 &F G6d 3a 35 30 36 30 32 3b 74 61 wver.com: 5060>;ta
00cO 67 3d 31 38 65 &2 35 30 30 36 39 30 65 64 31 2d g=18eh50 0690edl-
00d0 32 31 od 0a 54 &F 3a 20 3c 73 69 70 3a 32 31 34 21..To:  <sip:214
00e0 32 36 32 32 30 30 30 40 54 65 6c 63 &6F T3 &9 70 26220008 Telcosip

0ofo 73 65 72 76 63 72 2e 63 6F 6d 2a 35 30 36 30 3e  server.c om:5060x
0100 Ocl Da 43 61 6¢ 6c 2d 43 44 3a 20 62 62 2d 35 30 ..Call-1 D: bb-50 b
File: "D:}Help Guides\SIP Packets.pcap 3640 Bytes 00:00:08 Pi7Di7M: 0

100 TRYING Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 100 Trying
Status-Code: 100
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-e14500690ed2-21 (Same as INVITE)
Transport: UDP
Sent-by Address: 172.16.1.10
Sent-by port: 5060
Branch: z9hG4bK-e14500690ed2-21

From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)
SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060
SIP tag: 18eb500690ed1-21

To: <sip:2142622000@Telcosipserver.com:5060> (Same as INVITE)
SIP to address: sip:2142622000@Telcosipserver.com:5060

Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)

CSeq: 1 INVITE
Sequence Number: 1 (Identifying this message as a response to the INVITE of the SIP Session)
Method: INVITE

Content-Length: 0
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6.4 180 RINGING Response Message

T S Packels. peap - Wireshark
Bl Edt Yew Go Captue  Analyze  Statstics  Help

B o ae e @ s a8 R+ e T 2 EE A B W E X B

Filtes: *  Exprossion.. Cear Apply
No. - Tims Femal Time Son Souren Source Poet Destination Dast. Port Protocol Info

1 0. 000000 FOLZ=07=18 10: ii:lJ 860 172.16.1.1 5060 172.16.1. 20 5060 SIR/SDP  Request: INVITE sip:21426220008Telcosipsarver.com:5060, with session description

2 0. 2012-07-:3 Lol 72, v 172.186.1.10 5060 SIF STATus: 100 Trying

3 0. 015141  Z012-07 H : 0. 4 5O ¥

4 5. 7-13 10 53123 6.1.2 172.16.1.10 5060 SIP/SDF  Srarus: 200 Ok, with session descriprion

5 5.3 0:33:23 396 172.16.1.10 SOG0 172.16.1.20 5060 SIP lll‘-luns: ACK S1D 21426220000172.16.1. 20: 5000

6 5.105931 2012 57-:[3 :I.Ok!itaﬁ 396 172.16.1.1 SOB0 172.16.1.20 5060 sIP FOQUEST ! BYE S1pi2l426220000072.16.1, 2015060

7 B.115%010 2012-07-18 10:33:25 349 172.16.1.2 S060 172.16.1.10 5060 SR Slalusk 200 OK

= Session Initiation Protocol
= status-Line: s1P/ 2.0 180 ringing
Status-code: 180
[resent Packet: False]
= Message neader
via: SIP/Z.0/UDP 172.16.1.10:5%060;: branche29hG4bk-e14 S006900d2 - 21
Transport: UbF
sent-by address: 172.16.1.10
sent-by port: S060
Branch: zohG4bk-eld 500690ed2-21
= From: “station 1000" <sip:ild42621l0008Telcosipserver. com:5060>; tag-18ebi006btadl-21
sIP Display info: “station 1o00"
SIF from address: sip:214262100087Te]cosipserver. com: 5060
SIF Tag: l8eb50069vedl-il
Ta: «sip:21426220000Telcosipserver. com: S0603; Tage3cliS00690ed0-17
SIF TO address: sip:21426220008Telcosipserver. com: 5060
SIF Tag: 3c83500690edi-17
call-10: bh-500890ed-0-218172.16.1.10
= CSeq: 1 INVITE
Seguence Mumber: 1
Method: TNVITE
= Contacr: <si1p:21426220008172.16.1.20:5060>
= Contact Binding: <si1p:2l426220000072.16.1.20;:5060
URT: «sip:21426220008172,16.1. 201 S060>
SIP contact address: s1p:2l426220008172.16.1.20:5060
Allow: INVITE, ACK, CAMCEL, BYE, UFDATE, PRACK

content -Length: o
U0 Uy BU B3 48 UU B U0 oy By 4 L3 13 UB U0 a3 Uy . UL Dok
L0 @1 b2 73 HE 0D 0D 40 11 A% 76 ac 10 01 14 ac 10 . .u...8.
020 ©1 Ca 13 <4 13 o4 Ol Se 3C 95 53 49 50 If 32 2e  ........ /2

030 30 20 F1 38 30 20 52 69 de 67 60 de8 &7 Od Oa 56 @ 180 ri ng‘|r\g WV
040 69 61 3a 20 53 49 50 2f 32 Ze 30 2f 55 44 50 20 la: s1e/ 2. OfulJv
050 31 37 32 2e¢ 31 36 2e 31 2e 31 30 3a 35 30 36 30 172.16.1 .10:5060
1060 3b B2 72 61 6 B3 B8 fd 74 39 6% 47 34 B2 4b 2d  :branchs zohGabk

J0P0 65 I1 34 3% 30 30 36 39 30 6% 64 32 2d 32 31 0d  #1450069 Dedz-l.
RN As AR 77 AF A 23 70 77 K3 TA 61 7A KRG RF Aa 0 Eram: " =rarinn o
File: "D \Help Guides\SIP Packats. poap” 2640 Dytes 00:00:00 Pi 7 0: 7 M 0

180 RINGING Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 180 Ringing
Status-Code: 180
[Resent Packet: False]
Message Header
Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-e14500690ed2-21 (Same as INVITE)
Transport: UDP
Sent-by Address: 172.16.1.10
Sent-by port: 5060
Branch: z9hG4bK-e14500690ed2-21
From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)
SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060
SIP tag: 18eb500690ed1-21
To: <sip:2142622000@Telcosipserver.com:5060>;tag=3c83500690ed0-17 (As with the INVITE the called UA now
generates a unique sip tag parameter)
SIP to address: sip:2142622000@Telcosipserver.com:5060
SIP tag: 3¢83500690ed0-17
Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)
CSeq: 1 INVITE
Sequence Number: 1 (Identifying this message as a response to the INVITE of the SIP Session)
Method: INVITE
Contact: <sip:2142622000@172.16.1.20:5060>
Contact Binding: <sip:2142622000@172.16.1.20:5060>
URI: <sip:2142622000@172.16.1.20:5060>
SIP contact address: sip:2142622000@172.16.1.20:5060
Allow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK
Content-Length: 0
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6.5 2000K Response Message

7 SIP Packets.pcap - Wireshark Q@E‘

Fie Edi Yiew Go Capture Analyze Statistics Help
B e eee DB x w8 R« s F 2 |EElQQaf @588 X
Filter: = Expression... Clear Apply
o, - Time Real Time Size | Source Source Part  Destination Dest. Part Protaccl Info
1 0.000000 2012-07-18 10:33:17 860 172.16.1.10 5060 172.16.1.20 5060 SIP/SDP Reguest: IMVITE sip:21426220008Telcosipserver. com:5060, with session description
2 0.013121 2012-07-18 10:33:17 334 172.16.1.20 5060 172.16.1.10 5060 SIP Status: 100 Trying
30 41 ) 5060 17, b
| 15 72 J0T2-07-18 721 172 0 5 .10 5 IP/5D th s Tq] Tption
] 17 2012-07-18 386 172 Qo 5060 17, 1.20 060 SIP 21426 &l 150680
6 8.105931 2012-07-18 10:33:25 396 172.16.1.10 5060 172.16.1.20 5060 SIP Request: BYE sip:2142622000@172.16.1.20:5060
7 B.115010 2002-07-18 10:33:25 345 172.16.1.20 5060 172.16.1.10 5060 SIP Status: 200 OK
O Sessi0n Initiation Protocol ~
= status-Line: SIR/2.0 200 Ok
Status-Code: 200
[resent Packet: False]
= Message Header
= via: SIP/2.0/UDP 172.16.1.10:5060; branch=29hG4bK-214500690ed2-21
Transport: UDP
sent-by address: 172.16.1.10
sent-hy port: 5060
Branch: zShG4bk-214500690ed2-21
= From: "station 1000" <sip:2l42621000@8Telcosipserver. com:5060x; Tag=18eh5006%0edl-21
sIP Display info: “station 1o00%
sIP from address: sip:21426210008Telcosipserver. com:5060
SIP Tag: 182h5006%90adl-21
= To: <sip:21426220008Telcosipserver. com:5060>; tag=3C835006%0ed0-17
SIP to address: sip:2142622000@Telcosipserver. com: 5060
SIP tag: 3cB83500690ed0-17
Call-1o: bb-500690ed-0-216172.16.1.10
= Ccseq: 1 IMVITE
sSequence humber: 1
Methaod: INVITE
= Contact: «sip:21426220008172.16.1.20:50860>
= contact Binding: <sip:21426220008172.16.1.20:5060%
= URL: <51p:21426220008172.16.1.20:5060>
SIP contact address: sip:21426220008172.16.1.20:5060
content-Type: application/sdp
Allow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK |
0000 00 60 B9 44 00 dL 00 60 BO 44 2z 13 08 00 45 00 . .D... .D"...E.
0010 02 <3 75 87 00 00 40 11 a8 &4 ac 10 0l 14 ac 10 P TP - S
0020 01 0a 13 <4 13 <4 02 af 65 ed 53 49 50 2f 32 28 ........ e.SIP/2.
0030 30 20 32 30 30 20 4f 4b  0d 0a 56 69 61 3a 20 53 0 200 ok ..via: 5
0040 49 50 2f 32 2e 30 2f 55 44 50 20 31 37 32 2e 31 IP/2.0/U DF 172.1
0050 36 22 31 2e 31 30 3a 35 30 36 30 3b 62 72 6l 6e 6.1.10:5 060;bran
0060 63 68 3d 7a 39 68 47 34 62 4b 2d 65 31 34 35 30 ch=29hG4 bK-el450
0070 30 36 39 30 65 64 32 2d 32 31 od 0a 46 72 of ad 06g90ed2- 21..From
fn=a 2i 30 37 B2 74 @1 74 RO AF A 30 21 20 20 20 77+ terard ae doon’ 4
File: "D:iHelp Guides\SIP Packets.pcap” 3640 Bytes 00:00:08 Pi70:7M:0

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9nhG4bK-e14500690ed2-21 (Same as INVITE)
Transport: UDP
Sent-by Address: 172.16.1.10
Sent-by port: 5060
Branch: z9hG4bK-e14500690ed2-21

From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)
SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060
SIP tag: 18eb500690ed1-21

To: <sip:2142622000@ Telcosipserver.com:5060>;tag=3¢c83500690ed0-17 (Same as the 180 RINGING)
SIP to address: sip:2142622000@Telcosipserver.com:5060
SIP tag: 3¢83500690ed0-17

Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)

CSeq: 1 INVITE
Sequence Number: 1 (Identifying this message as a response to the INVITE of the SIP Session)
Method: INVITE

Contact: <sip:2142622000@172.16.1.20:5060>
Contact Binding: <sip:2142622000@172.16.1.20:5060>

URI: <sip:2142622000@172.16.1.20:5060>
SIP contact address: sip:2142622000@172.16.1.20:5060
Content-Type: application/sdp (Notification of SDP in the message)
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Allow: INVITE, ACK, CANCEL, BYE, UPDATE, PRACK (Called Party will allow these SIP Requests and Responses)
Session-Expires: 1800;refresher=uac (Session will expire in 30 minutes and the UAC is responsible for refresh)
Supported: timer (Allowing Session Timer)
Require: timer (Requiring Session Timer)
Content-Length: 172
Message body
Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (0): IPS 5927 0 IN IP4 172.16.1.21
Owner Username: IPS
Session ID: 5927
Session Version: 0
Owner Network Type: IN
Owner Address Type: IP4
Owner Address: 172.16.1.21
Session Name (s): IPS
Connection Information (c): IN IP4 172.16.1.21
Connection Network Type: IN
Connection Address Type: IP4
Connection Address: 172.16.1.21 (Connection IP Address for the RTP)
Time Description, active time (t): 00
Session Start Time: 0
Session Stop Time: 0
Media Description, name and address (m): audio 10008 RTP/AVP 0 101
Media Type: audio
Media Port: 10008 (Connection Port for the RTP. INVITE stated Media Port 10008 so RTP will flow between
these ports)
Media Proto: RTP/AVP
Media Format: ITU-T G.711 PCMU (Confirming G.711 will be the RTP Codec)
Media Format: 101 (Confirming Out of DTMF RFC2833 will be the DTMF Codec)
Media Attribute (a): rtpmap:0 PCMU/8000 (Confirming G.711 will be the RTP Codec)
Media Attribute Fieldname: rtpmap
Media Format: 0
MIME Type: PCMU
Media Attribute (a): ptime:20 (Confirming the payload will be 20ms packets)
Media Attribute Fieldname: ptime
Media Attribute Value: 20
Media Attribute (a): rtpmap:101 telephone-event/8000
Media Attribute Fieldname: rtpmap
Media Format: 101
MIME Type: telephone-event
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6.6 ACK Request Message

File Edit Yew Go Capture Analyze Statistics Help

B weesd pEx e s R ez oF 2 EEAQQl @ E X @

Fiter: | | = Expression... dear appls

Ho. - Time Real Time: Size | Source Source Port | Destination Dest. Port Protacol Info
1 0.000000 2002-07-18 10:33:17 860 172.16.1.10 5060 172.16.1.320 5060 SIP/SDP Request: INVITE sip:21426220008Telcosipserver.com:5060, with session description
2 0.013121 2012-07-18 10:33:17 334 172.16.1.20 5060 172.16.1.10 5060 SIP Status: 100 Trying
3 0.013141 2012-07-18 10:33:17 448 172.16.1.20 5060 172.16.1.10 5060 SIP : 180 rRinging

20

SIP/SDP
SIP

.10
349 172.16.1.20 5060 172.16.1.10 5060 s1P

Status: 200 Ok

2 8
7 8.115010 2012-07-18 10:33:25

= session Inftiation Protocal

= Reqguest-Line: ACK sip:21426220008172.16.1.20:5060 SIP/2.0
Methad: ACK
[resent Packet: Falsel

= Message Header
| = via: ST )/UDP 172.16.1.710:
Transport: UDP
sent-hby Address: 172.16.1.10
sent-hy port: 5060
Branch: zShedbK-795h500600F20-21
= From: "station 1000" <sip:21426210008Telcosipserver. com:50605; tag=18eh5006%0ec] -21
5IP Display info: "Station loo0"
SIP from address: sip:21426210008Telcosipserver. com: 5080
SIP Tag: 18eb500690ed1-21
= To: <sip:21426220008Telcosipserver. com:5060>; tag=3C83500690ed0-17
SIP to address: sip:2142622000@Telcosipserver.com: 5060
SIP Tag: 3¢83500690ed0-17
Call-1D: hb-500690ed-0-216172.16.1.10
= Cseq: 1 ACK
Sequence Number: 1
Method: ACK

Max-Forwards: 70

content-Length: 0 v
0050 ~
(eLolsTo} i
0070
0080
0090
00aQ 22 53 74 &1l 74 ar & 30 22 20 3c Station 1000" < B
00b0 73 69 70 3a 32 30 30 40 54 sip:2142 62100087
00cD 65 &c 63 &F 73 72 2e a3 &f elcosips erver.co

30 36 31 38 65 62 m:3060>; tag=l8eh 2

oodo 6d 3a 33
fNen 25 30 30 3A G 0 AR

RFC 3261: ¥ia Header (sip Via), 67 bytes

Ad na 54 AF  BNNAGNAeA 1-31  Tn
Pi7D:7Mi0

ACK Request Message in Text Format

Session Initiation Protocol
Request-Line: ACK sip:2142622000@172.16.1.20:5060 SIP/2.0 (Same as INVITE)
Method: ACK
[Resent Packet: False]

Message Header
Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-795b500690f20-21 (New unique ID)

Transport: UDP
Sent-by Address: 172.16.1.10

Sent-by port: 5060

Branch: z9hG4bK-795b500690f20-21
From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)

SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060

SIP tag: 18eb500690ed1-21
To: <sip:2142622000@Telcosipserver.com:5060>;tag=3c83500690ed0-17 (Same as the 180 RINGING & 2000K)

SIP to address: sip:2142622000@Telcosipserver.com:5060

SIP tag: 3¢83500690ed0-17
Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)

CSeq: 1 ACK
Sequence Number: 1 (The sequence number is still 1 but is now for the ACK)

Method: ACK
Max-Forwards: 70
Content-Length: 0
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6.7 RTP Communication

In the screenshot below, a Wireshark capture is displaying the SIP Setup and RTP communication between IP Address
172.16.1.11 Port 10006 and IP Address 172.16.1.21 Port 10008 after receiving the ACK Request.

4! SIP Trunk. pcap - Wireshark g@
File Edi Yiew Go Capture Analyze  Statistics Help
B e e s o ) B« & » F 2|5 fQ a q 0 @ B @\ X
Fier: | ~  Expression... Clear Apply
Ho. - Time: Real Time Size | Source Source Pork Destination Dest. Port Protocol Info e
5 4.234917 2012-07-18 10:33: 860 172.16.1.10 5060 172.16.1.20 5060 SIP/SDP Request: INVITE sip:2i42622000@Telcosipserver.com:5060, with ses
6 4.248038 2012-07-18 10:33: 334 172.16.1.20 5060 172.16.1.10 5060 status: 100 Trying
7 4.248058 20012-07-18 10:33: 448 172.16.1.20 5060 172.16.1.10 5060 Status: 180 Ringing
5 6.730358 2002-07-18 10:33 55 172.24.134.133 4562 172.24.28.64 1222 4962 > 1222 [ACK] Seq=0 Ac
| T
5 1 172.24.1 68 5 5 55 DHCP Reques ansaction ID Ox9 eb
9. 577186 2012-07-18 10:33: nitsuko_44:2a:13 Broadcast who has 172.16.1.117 Tell 172.16.1.20
9.580005 2012-07-18 10:33: Nitsuko_44:00:dl Nitsuko_44:2a:13 ARP 172.16.1.11 is at 08:00:28:2e:9a:50
9. 581189 2012-07-18 11 3: 17z2.1s.1.20 5060 172.15.1.10 5060 SIP/SDP  sStatus: 200 Ok, with session description
9. 596034 2012-07-18 1! 3: 172.146.1.10 3060 172.16.1.20 3060 SIP Request: ACK sip:2142622000@172.16.1.20:5060
9.596055 2012-07-18 10:33: nitsuko_44:00:dl Broadcast ARP who has 172.16.1.217 Tell 172.16.1.10
9.597212 2012-07-18 10:33: nitsuko_44:2a: nitsuko_44:00:dl ARP 172.16.1.21 is at 00:60:h9:0d:bf:78
9. 667072 20012-07-18 10:33: 172.16.1.21 10008 172.16.1.11 10006 RTP PT=ITU-T G.711 PCMU, SSRC=0x380E3238, Seq=0, Time=3551506402
9. 687035 2012-07-18 10:33: 172.16.1.21 10008 172.16.1.11 10006 RTP PT=ITU-T G.711 PCMU, SSRC=0x38083238, Seq=l, Time=35515096362
9.695663 2012-07-18 10:33: 172.16.1.11 10006 172.16.1.21 10008 RTP PT=ITU-T G.711 PCMU, SSRC=0x1EDL030C, Seq=0, Time=3551586402
9.707037 20012-07-18 10:33: 172.16.1.21 10008 172.16.1.11 10006 RTP PT=ITU-T G.711 PCMU, SSRC=0x380B3238, Seq=2, Time=3551506722
9.715663 2012-07-18 10:33: 172.16.1.11 10006 172.16.1.21 10008 RTP PT=ITU-T G.711l PCMU, SSRC=0x1BD1030C, Seq=1l, Time=3551506562
9.727047 2012-07-18 10:33: 214 172.16.1.21 10008 172.16.1.11 10006 RTF PT=ITU-T G.711l PCMU, SSRC=0x380B3238, Seq=3, Time=3551506882 &
® Frame 1 (345 hytes on wire, 349 hytes captured)
@ Ethermet IT, Src: 00:21:70:84:b4:6c (00:21:70:84:b4:6c), Dst: Cisco_c8:2b:fc (00:0F:F8:c8:2b:fc)
@ Internet Protocol, Src: 172.24.134.133 (172.24.134.133), Dst: 172.24.28.215 (172.24.28.215)
@ Transmission Control Protocol, Src Port: 1111 (1111), Dst Port: 3124 (31240, Seq: 0, ack: 0, Len: 295
pata (295 bytes)
0000 00 OF T8 <8 2b fc 00 21 70 B4 b4 &C 08 00 45 00
0010 01 4F 96 07 40 00 S0 06 67 84 ac 18 36 85 ac 18
0020 1c d7 04 57 0C 34 4a 92 94 20 31 3f 92 al 50 18
0030 fc 00 3a 3b 00 00 00 00 00 37 00 OO0 00 33 00 13
0040 10 34 bc 90 15 5Sa 89 00 4a ad aa le b2 13 eo &b
FAcA  BE A0 AA AT 34 AR A AR DA AR 13 fS nnoca hd
File: "DtiHelp Guides\STP Trunk. peap” 67 KB 00:00:16 P 233 D: 293 M: 0
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6.8 BYE Request Message

File Edt Wew Go Capturs Analyze Statisties Help

B wees 2B x w8 R e »d 2 EBEQQQF @08 X @

Filter: ~ Expression... Clear Apply
Mo. - Time Real Time: Size Source Source Part  Destination Dest. Port Protocol Info
1 0.000000 2012-07-18 10:33:17 860 172.16.1.10 5060 172.16.1.20 5060 SIP/SDP Request: INVITE sip:21426220008Telcosipserver.com:5060, with session description
2012-07-18 10:33:17 334 172.16.1.20 5060 172.16.1.10 060 SIP Status: 100 Trying
20012-07-18 10:33:17 448 172.16.1.20 5060 172.16.1.10 060 SIP Status: 180 Ringing
2002-07-18 10:33:23 721 172.16.1.20 5060 1 5060 SIP/SDF  Status: 200 OK, with session description
1 1 000&L72 ol

72.16.1.10

SIF
SIP

500 172.160.1.10 B
349 172.16.1.20 5060

[ Session Initiation Protocol ~
= Reguest-Line: BYE sip:21426220008172.16.1.20:5060 SIP/2.0
method: BYE
[resent Packet: False]
= Message Header
= via: SIR/2.0/UDP 172.16.1.10:5060;branch=29hG4bKk-686c500690f50-21
Transport: UDP
sent-by address: 172.16.1.10
sent-hby port: 5060
Branch: zOhe4bK-626C500600F50-21
= From: "station 1000" <sip:21426210008Telcosipserver. com:5060>; tag=18eb500690edl-21
SIP Display info: "station loo0"
sSIP from address: sip:21426210008Telcosipserver. com: 5060
SIP tag: 18eh500690ed1-21
= To: <sip:21426220008Telcosipservar. com:5060>; tag=3c83500690ad0-17
SIP to address: sip:21426220008Telcosipserver. com: 5060
SIP Tag: 3c33500690ed0-17
Call-Ip: hh-500690ed-0-216172.16.1.10
= CSeq: 2 BYE
Sequence humber: 2
Method: BYE
Max-Forwards: 70
Content-Length: 0
0000 00 &0 B% 44 Za 13 00 60 DO 44 00 ol 08 00 45 00 . .DF.LT LD..LLE.
0010 01 7e 64 f4 00 00 40 11 ba 3¢ ac 10 01 0a ac 10 P T B TR
0020 01 14 13 <4 13 <4 01 6a ¢h 6C 42 59 45 20 73 69 vesven.] L1BVE ST
0030 70O 33 32 31 34 32 36 32 32 30 30 30 40 31 37 32 p:214262 20008172
0040 2e 31 36 2e 31 Ze 32 30 3a 35 30 36 30 20 53 48 .16.1.20 :5060 SI
0050 50 2f 32 2e 30 0d Qa 36 69 61 3a 20 53 49 50 2f PA2.0..v ia: sIR/
0060 32 28 30 2f 55 44 50 20 31 37 32 2e 31 36 Ze 31 2.0/UDP  172.16.1
0070 2e 31 30 3a 35 30 36 30 3b 62 72 61l 6e 63 &8 3d L10:5060 ;hranch=

0030 7a 30 68 47 34 62 4b 2d 36 38 36 63 35 30 30 36 z8hGdhK- 6865006
nNGn 26 20 AR 25 20 2d 27 21 nd na 4R 77 AF A 23 a0 anfsn-21 Erom: ~

File: "D:}Help Guides\SIP Packets.pcap 3640 Bytes 00:00:08 Pi7Di7M: 0

BYE Request Message in Text Format

Session Initiation Protocol
Request-Line: BYE sip:2142622000@172.16.1.20:5060 SIP/2.0 (Same as INVITE)
Method: BYE
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-686c500690f50-21 (New unique ID)
Transport: UDP
Sent-by Address: 172.16.1.10
Sent-by port: 5060
Branch: z9hG4bK-686¢c500690f50-21

From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)
SIP Display info: "Station 1000"
SIP from address: sip:2142621000@Telcosipserver.com:5060
SIP tag: 18eb500690ed1-21

To: <sip:2142622000@Telcosipserver.com:5060>;tag=3c83500690ed0-17 (Same as 180 RINGING and 200 OK)
SIP to address: sip:2142622000@Telcosipserver.com:5060
SIP tag: 3¢83500690ed0-17

Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)

CSeq: 2 BYE
Sequence Number: 2 (The sequence number is now 2 since it is the second Request message after the ACK)
Method: BYE

Max-Forwards: 70

Content-Length: 0
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Tl SIP Packets. pcap - Wireshark
Fle Edt Wiew Go Capture Analyze Statistics Help

B o e ee bE x

% 5| R « » »F 2 EEl&aaaf @BD8E x| B

N Ec Empowered by Innovation

6

306 172.16

1.10 5060 172.16.1.20 5060

5.110010

Filter: ~ Expression... Clear Apply
Mo. - Time Real Time: Size Source Source Part  Destination Dest. Port Protocol Info
1 0.000000 2012-07-18 10:33:17 860 172.16.1.10 5060 172.16.1.20 5060 SIP/SDP Request: INVITE sip:21426220008Telcosipserver.com:5060, with session description
2 0.013121 2012-07-18 10:33:17 334 172.16.1.20 5060 172.16.1.10 060 SIP Status: 100 Trying
3 0.013141 20012-07-18 10:33:17 448 172.16.1.20 5060 172.16.1.10 060 SIP Status: 180 Ringing
4 5.346272 20012-07-18 10:33:23 721 172.16.1.20 5060 172.16.1.10 G060 SIP/SDF  Status: 200 OK, with session description
5 5.361117 2012-07-18 10:33:23 386 172.16.1.10 5060 172.16.1.20 060 SIP Reguest: ACK s1p:2142622000€172.16.1.20:5060
8.105931 2012-07-18 10:33:25 SIP Reguest: BYE si1p:21426220008172.16.1.20:5060

STATU: [T

File: "D:}Help Guides\SIP Packets.pcap 3640 Bytes 00:00:08

= session Initiation Protocol -
= Status-Line: sIP/2.0 200 oK
status-code: 200
[Resent Packet: False]
= Message Header
= via: SIR/2.0/UDP 172.16.1.10:5060;branch=29hG4bKk-686c500690f50-21
Transport: UDP
sent-by address: 172.16.1.10
sent-hy port: 5060
Branch: zOhe4bK-626C500600F50-21
= From: "station 1000" <sip:21426210008Telcosipserver. com:5060>; tag=18eb500690edl-21
S5IP Display info: "sStation looo"
sIP from address: sip:21426210008Telcosipserver. com: 5060
SIP tag: 18eh500690ed1-21
= To: <sip:21426220008Telcosipserver. com: 5060>; Tag=3c835006%0ed0-17
SIP to address: sip:21426220008Telcosipserver. com: 5060
SIP Tag: 3c33500690ed0-17
Call-Ip: hh-500690ed-0-216172.16.1.10
= Cseq: 2 BYE
Sequence Number: 2
Method: BYE
Content-Length: 0
0000 00 &0 b3 44 00 dl 00 &0 hO 44 Za 13 08 00 45 00 . .Do..T LDRLLLE.
0010 01 4f 73 88 00 00 40 11 a9 d7 ac 10 01 14 ac 10 WOULL LB L
0020 01 Da 13 <4 13 <4 01 3b 07 9e 53 49 50 2f 32 2e ceaieas; 2. SIRS2
0030 30 20 32 30 30 20 4f 4b 0d 0a 56 69 &1 3a 20 53 0 200 oK ..via: 5
0040 49 50 2f 32 2e 30 2f 55 44 50 20 31 37 32 Ze 31 IP/2.0/U DP 172.1
0050 36 Ze 31 2e 31 30 3a 35 30 36 30 3h 62 72 &l Ge 6.1.10:5 060;hran
0060 63 &8 3d 7a 39 68 47 34 62 4b 2d 36 38 36 63 339 ch=z0hz4 hK-686c5
0070 30 30 36 39 30 &6 35 30 2d 32 31 od 0a 46 72 &F 00690F50 -21..Fro
0080 6d 3a 20 22 53 74 61 74 69 &F ée 20 31 30 30 30 m: "stat ion 1000
0030 22 20 3¢ 73 69 70 3a 32 31 34 32 36 32 31 30 30 " <sipiz 14262100
00a0 30 40 54 65 6¢ 63 6F 73 63 70 73 63 72 76 65 72 08Telcos inserver b

Pi7D:7Mi0

2000K Response Message in Text Format

Session Initiation Protocol
Status-Line: SIP/2.0 200 OK
Status-Code: 200
[Resent Packet: False]
Message Header

Via: SIP/2.0/UDP 172.16.1.10:5060;branch=z9hG4bK-686¢c500690f50-21 (Same as BYE)

Transport: UDP

Sent-by Address: 172.16.1.10
Sent-by port: 5060

Branch: z9hG4bK-686c500690f50-21

From: "Station 1000" <sip:2142621000@Telcosipserver.com:5060>;tag=18eb500690ed1-21 (Same as INVITE)

SIP Display info: "Station 1000"

SIP from address: sip:2142621000@Telcosipserver.com:5060

SIP tag: 18eb500690ed1-21

To: <sip:2142622000@Telcosipserver.com:5060>;tag=3c83500690ed0-17 (Same as 180 RINGING and 2000K)

SIP to address: sip:2142622000@Telcosipserver.com:5060

SIP tag: 3¢83500690ed0-17

Call-ID: bb-500690ed-0-21@172.16.1.10 (Same as INVITE)

CSeq: 2 BYE

Sequence Number: 2 (Identified as an acknowledgement to the BYE)

Method: BYE
Content-Length: 0
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